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Part I
Counterterrorism History: Then and Now



Chapter 1
September 11 Attacks

We’re a nation that is adjusting to a new type of war. This isn’t
a conventional war that we’re waging. Ours is a campaign that
will have to reflect the new enemy.... The new war is not only
against the evildoers themselves; the new war is against those
who harbor them and finance them and feed them.... We will
need patience and determination in order to succeed.

— President George W. Bush (September 11, 2001)

Our company around the world will continue to operate in this
sometimes violent world in which we live, offering products
that reach to the higher and more positive side of the human
equation.

— Disney CEO Michael Eisner (September 11, 2001)

He risked his life to stop a tyrant, then gave his life trying

to help build a better Libya. The world needs more Chris
Stevenses.

— U.S. Secretary of State Hillary Clinton (September 12, 2012)

We cannot have a society in which some dictators someplace

can start imposing censorship here in the United States

because if somebody is able to intimidate us out of releasing a

satirical movie, imagine what they start doing once they see a

documentary that they don’t like or news reports that they don’t

like. That’s not who we are. That’s not what America is about.
— President Barack Obama (December 19, 2014)

1.1 September 11, 2001

I was waking up in the sunny California morning on September 11, 2001. Instead of
music playing on my radio alarm clock, I was hearing fragments of news broadcast
about airplanes crashing into the Pentagon and the twin towers of the World Trade
Center. I thought I was dreaming about waking up in an alternative universe.
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Christopher Nolan, writer-director of Inception (2010), once said that “ever
since he was a youngster, he was intrigued by the way he would wake up and then,
while he fell back into a lighter sleep, hold on to the awareness that he was in fact
dreaming. Then there was the even more fascinating feeling that he could study
the place and tilt the events of the dream” [1].

Similarly, whenever I was having a nightmare, I would either semiconsciously
alter the chain of events to achieve a less sinister outcome, or I would force myself
to wake up and escape to reality or to a new dream state about waking up.

However, as I awoke to the radio news broadcast on the morning of September
11, I realized that it was not a lucid dream. New York City and the Pentagon were
under attack. The U.S. airspace was shut down. The alternative universe was the
present reality.

I went to work that morning in a state of shock and disbelief. As I entered the
lobby of Disney Online, I saw a television on a portable TV cart adjacent to the
reception desk. Several people were standing in front of the television. No one
spoke a word. We watched the replays of an airplane crashing into the South
Tower of the World Trade Center, people jumping out of the broken windows, and
the collapse of the North and South Towers. It was surreal and somber.

The Disney Online office was uncharacteristically quiet that morning. I tried
my best to focus on work, but my mind kept wandering off to the unfolding disas-
ters in the East Coast and my reminiscence of the year 1984 in Virginia.

In the summer of 1984, Virginia Tech professor Dr. Timothy Lindquist intro-
duced me to Dr. John F. Kramer at the Institute for Defense Analyses (IDA), a
nonprofit think tank serving the U.S. Department of Defense (DoD) and the
Executive Office of the President [2]. A year prior, I received a surprise letter
from the White House signed by President Ronald Reagan, thanking me for my
support. Partially motivated by the letter, I accepted the internship offer at IDA
and became a research staff member. My summer project was to assist DoD in
drafting the Military Standard Common APSE (Ada Programming Support
Environment) Interface Set (CAIS) [3].

My winter project was to design a counterterrorism software program for a
multi-agency joint research effort involving the Defense Advanced Research
Projects Agency (DARPA), National Security Agency (NSA), and Federal Bureau
of Investigation (FBI). The FBI was investigating the deadly terrorist attacks
against the U.S. embassy and military barrack in Beirut, Lebanon. As a co-pioneer
of artificial intelligence applications in counterterrorism, I helped develop a natu-
ral language parser and machine learning program to digest news and articles in
search of potential terrorist threats around the globe.

I left IDA for Bell Laboratories in 1985. However, the IDA counterterrorism
project came across my mind in December 1988 when the New York-bound Pan
Am Flight 103 exploded from a terrorist bomb over Lockerbie, Scotland, killing
all 259 aboard and 11 on the ground [4]. The passengers included 35 Syracuse
University students returning home for a Christmas break. Their surviving families
were devastated by the Lockerbie bombing.
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International terrorism arrived on American soil in February 1993 when a truck
bomb was detonated in a public parking garage beneath the World Trade Center.
“It felt like an airplane hit the building,” said Bruce Pomper, a 34-year-old broker
working at the Twin Towers [5]. Unbeknownst to anyone, the eyewitness’ state-
ment turned out to be an eerie prophecy. The World Trade Center bombing in 1993
and the Oklahoma City bombing in 1995 were totally eclipsed by the terrorist
attacks on September 11, 2001 when the hijacked planes hit the Twin Towers and
the Pentagon.

I wanted to know exactly what had happened, who was responsible, and why. I
recalled one very smart computer programmer to whom Disney Online made a job
offer a few years ago, but he turned it down and instead took a much higher paying
job at a Wall Street firm in World Trade Center. I hoped he evacuated safely from
the Twin Towers.

I checked ABCNews.com, CNN.com, and MSNBC.com, but they returned
a “Server Busy” error message in the morning. The Google homepage displayed
the messages: “If you are looking for news, you will find the most current infor-
mation on TV or radio. Many online news services are not available, because of
extremely high demand. Below are links to news sites, including cached copies as
they appeared earlier today.”

At 10:08 AM Pacific Time, I received an email from Steve Wadsworth, presi-
dent of Walt Disney Internet Group (WDIG):

Subject: Today

Author: Steve Wadsworth
Date: Tuesday, September 11, 2001 10:08 AM

Team -

As I'm sure you are well aware, there has been a series of tragic and frightening terror-
ist attacks in the United States today. I want to make sure you all know that the personal
safety and security of employees is our first concern. If for any reason you have any
concerns or personal issues to attend to, please do so. Coming to or staying at work is
discretionary.

We are currently assessing the situation at all WDIG facilities. At this point, simply as
precautionary measures:

- The 34th Street building in New York is being evacuated.
- Smith Tower in Seattle has been closed by the landlord.
- The Westin building in Seattle is only assessable with a security ID.

Should the situation change for these or any other WDIG facilities, you will be alerted.

In the meantime, please know that your safety and that of your loved ones is our top
priority.

- Steve

I felt like the world was getting smaller that day. Ironically, I was working on
Disney’s “Small World Paint” application with my colleagues Alejandro Gomez
and Perigil Ilacas. But my mind kept pondering about a million things, and I ended
up spending most of the day reading online news.
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1.2 Disney’s Responses to the 9/11 Attacks

On the morning of 9/11, Disneyland and Disney California Adventure remained
closed for the entire day. The Disneyland closure marked only the second time it
has locked its gates due to a national tragedy. The first time was November 23,
1963, in honor of President John F. Kennedy [6].

After the second plane hit World Trade Center on September 11, The Walt
Disney Company announced the closure of its theme parks worldwide. To shut
down the Disney theme parks in Florida, a “human wall procedure” was con-
ducted at Magic Kingdom, Disney’s Hollywood Studios, Animal Kingdom, and
Epcot:

Once the guests were forced to the streets of the park because all the rides were closed,
all the cast members were instructed to hold hands and basically form a human wall and
gently (without touching anyone) walk towards the hub of the park and eventually towards
Main Street. That way we could basically force the guests out of the park. Disney Security
obviously followed each human wall and made sure no one got past it [7].

The Disney resort hotels stayed open to provide free accommodations for the
stranded guests who were unable to leave since the U.S. had grounded all civilian
air traffic for two days.

At 7:24 PM Pacific Time on September 11, Disney CEO Michael Eisner sent
out an email to all employees:

Subject: 09/11/01 Today’s events
Author: Eisner, Michael
Date: Tuesday, September 11, 2001 7:24 PM

Dear Fellow Cast Members:

Today’s catastrophic act of violence to the World Trade Center, Pentagon, and four com-
mercial planes is such a calamity that no words to our cast can express the sorrow or out-
rage that we feel. Let me offer my sincere condolences to those who lost a family member
or friend or knew someone who was injured.

During this difficult time, all of our employees whose jobs require them to rise to occa-
sions such as these in fact rose with dignity and strength. As I write this, ABC News
continues to perform an outstanding job in keeping the nation informed about these
deeply disturbing events, as usual with professional, informative and meticulous cover-
age. WABC-TV in New York, under extreme pressure including the loss of its broadcast
antenna, operated with honor, as did ABC Radio.

Our parks closed for the day without incident and cast members assisted hotel guests in Florida
and California, many of whom were obviously unable to get home. The Disney Stores closed
as well for the day as did our Broadway shows in New York and on the road. Everybody acted
with stoic determination to maintain Disney operations in efficient and caring ways.

I want to thank all of you — who are understandably upset, normally confused about our
complicated world and tolerably angry — for being calm and calming to our guests. Finally
let me say our company around the world will continue to operate in this sometimes vio-
lent world in which we live, offering products that reach to the higher and more positive
side of the human equation.

Michael



1.2 Disney’s Responses to the 9/11 Attacks 7

Security tables were set up overnight at all Disney theme parks. The “crash course
in flying” joke was eliminated from The Jungle Cruise ride. The Walt Disney
Company Foundation established DisneyHAND: Survivor Relief Fund to provide
$5 million corporate gift and $700,000 employee donations to organizations pro-
viding assistance to victims and their families. Each of the victims’ families was
issued a check for $1,000. Disney VoluntEARS, including trained medical person-
nel from Health Services and the Industrial Engineering department, helped man
six of the Central Florida Blood Bank branches.

The 9/11 terrorist attacks had a big impact on all Americans and Disney
employees. Ken Goldstein, General Manager of Disney Online, said at a weekly
senior staff meeting, “This tragedy reminds us that the most important things in
our lives are our families and friends.” My colleague Eric Haseltine left his posi-
tion as Executive Vice President of R&D at Walt Disney Imagineering to join the
National Security Agency (NSA) as Director of Research in the following year.

1.3 FBI Warning of Hollywood as a Terrorist Target

Nine days after 9/11 on September 20, the Federal Bureau of Investigation (FBI)
informed The Walt Disney Company about the possibility that a Hollywood studio
could be a terrorist target. Disney president Bob Iger sent out an alarming email to
all employees at 6:33 PM Pacific time:

Subject: 09/20/01 Important Security Notice
Author: Iger, Bob
Date: Thursday, September 20, 2001 6:33 PM

Dear Fellow Cast Members:

Today we, along with other studios, received information from the F.B.I. that a Hollywood
studio could become a target for terrorist activity.

Your safety and security are our top priority and as such we are taking extraordinary
precautions to ensure your safety. As you have doubtless already seen, we have already
increased security at our facilities, and further steps will now be taken. We are also work-
ing diligently with the F.B.I. and local law enforcement.

We urge your patience and cooperation at this time. If you do have any concerns or notice
anything suspicious, please contact security at 8228-3220 (818-560-3220).

Again, please know that our goal is to continue to provide a safe environment for you.
Thank you again for your patience and understanding.

Bob

Thankfully, the uncorroborated terrorist threats against Hollywood did not mate-
rialize. Nevertheless, Disney had increased security measures at all of its facilities
in Burbank, Glendale, and North Hollywood. All employees were required to wear
their Company 1.D. while at work. Street parking adjacent to the Disney headquar-
ters was prohibited. Visitor parking was moved to surface lots, and all incoming
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packages were x-rayed. Security tables at Disney theme parks were deemed a
necessity in spite of inconveniencing the visitors.

Terrorists often opt for soft targets in order to strike fear into the heart of civil-
ians. However, it would be political suicide for a terrorist group to target children,
schools, and hospitals. During an assault against a Yemeni Ministry of Defense
compound in December 2013, an al-Qaeda fighter mistakenly attacked a hospital.
Qassim Al-Raimi, head of AQAP (al-Qaeda in the Arabian Peninsula), did not wait
long to publicly apologize for the deadly attack [8].

On September 27, 2001, President George W. Bush became Disney’s newest
cheerleader. In his speech to airline employees at O’Hare International Airport in
Chicago, Bush remarked, “When they struck, they wanted to create an atmosphere
of fear. And one of the great goals of this nation’s war is to restore public confi-
dence in the airline industry. It’s to tell the traveling public: Get on board. Do your
business around the country. Fly and enjoy America’s great destination spots. Get
down to Disney World in Florida. Take your families and enjoy life, the way we
want it to be enjoyed” [9].

Nonetheless, America and its allies were forced to tighten security at all high-
profile locations since 9/11. International travelers have been annoyed by long
waits, pat-downs, and full-body scanners at airports. In a latest controversial move,
tourists arriving in Israel after April 2013 may be asked to show their personal
emails in addition to the travel documents [10].

1.4 Hollywood Realism on Terrorism

Oscar Wilde wrote in his 1889 essay The Decay of Lying that “Life imitates Art far
more than Art imitates Life” [11]. Using a commercial airliner as a weapon was
not entirely a new idea. In the 1996 film Executive Decision starring Kurt Russell,
Halle Berry, and Steven Seagal, terrorists seize control of a Boeing 747 in their
plan to attack Washington D.C. and cause mass causalities [12].

Premiered on November 6, 2001, the counterterrorism drama 24 set a television
precedent for portraying the first African-American president (season 1 through
5) and the first female president (season 7 and 8). Dennis Haysbert, who played
the U.S. president, predicted that his role in 24 would benefit Barack Obama in
the 2008 presidential election [13]. U.S. Supreme Court Justice Clarence Thomas,
Homeland Security Secretary Michael Chertoff, Defense Secretary Donald
Rumsfeld, and Vice President Dick Cheney were all huge fans of 24 [14]. Because
of the 9/11 attacks, the premiere was postponed for one week and the footage of
an airplane explosion was edited out of the show [15].

President Barack Obama is reportedly a big fan of Homeland, a Showtime counter-
terrorism television series starring Claire Danes as CIA agent Carrie Mathison. Iranian-
born actor Navid Negahban played terrorist Abu Nazir in Homeland. Negahban said,
“The president is watching. It is fantastic that he is a big fan.... But at the same time
I think I will be nervous when he sends me an invitation to the White House” [16].
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In fact, the U.S. intelligence community has been seeking advice from
Hollywood on handling terrorist attacks [17]. In 1999, the U.S. Army estab-
lished the Institute for Creative Technologies (ICT) at the University of Southern
California (USC) to tap into the creative talents of Hollywood and the game indus-
try [18].

Sometimes there can be a blurred distinction between make-believe Hollywood
and real life events. In the 2011 film God Bless America starring Joel Murray and
Tara Lynne Barr, the two lead characters shot several rude teenagers in a movie
theater for talking loudly and using their cell phones during the show [19]. In July
2012, a gunman killed 12 people and injured 58 inside a movie theater in Aurora,
Colorado during a midnight screening of the film The Dark Knight Rises [20].

Abu Jandal, al-Qaeda terrorist and former bodyguard of Osama bin Laden, was
captured and held in prison before September 11, 2001. After the 9/11 attacks, the
FBI interrogated Jandal to determine the identities of the hijackers and the role of
bin Laden. Jandal was shown a Yemeni news magazine with photographs of the
airplanes crashing into the Twin Towers and people jumping a hundred stories off
the buildings. He could hardly believe his eyes and said that they looked like a
“Hollywood production” [21].

1.5 A New Day of Infamy and America at War

In the early afternoon on September 11, 2001, U.S. Senator John McCain of
Arizona spoke on CNN and Fox News. McCain said, “I’m not in disagreement
with others [members of Congress] who said that it is an act of war” [22]. On the
night of September 11, President George W. Bush addressed the nation. Bush said,
“We will make no distinction between the terrorists who committed these acts and
those who harbor them.... America and our friends and allies join with all those
who want peace and security in the world; and we stand together to win the war
against terrorism” [23].

On September 12, newspapers around the world headlined the 9/11 attacks.
Some compared the national tragedy to the attack on Pearl Harbor and some
declared America at war (see Fig. 1.1):

“New day of infamy” — Boston Globe, Albuquerque Journal, and The Charleston
Gazette.

“America’s Bloodiest Day: This is the second Pearl Harbor” — Honolulu Advertiser.
“It’'s War” — New York Daily News.

“Act of War” — Portland Press Herald, New York Post, USA Today, and Sun Journal.
“War at home” — The Dallas Morning News.

“War on America” — The Daily Telegraph (UK).

“Pear] Harbor im Jahr 2001” — Die Welt (Germany, Der Kommentar).
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Fig. 1.1 Newspaper headlines on September 11, 2001

On September 23, National Security Adviser Condoleezza Rice told reporters
that the U.S. government had “very good evidence of links” between Osama bin
Laden’s operatives “and what happened on September 117 [24]. Secretary of State
Colin Powell remarked that the evidence also came from the investigation of the
USS Cole bombing in Yemen. The Bush administration persuaded most of the
world, including some Muslim nations, that a military response was justified.
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On October 7, the United States and its allies began the invasion of Afghanistan
under “Operation Enduring Freedom” in an attempt to capture Osama bin Laden
and to force the Taliban government to hand him over to the U.S. [25]

The invasion further heightened security at high-profile American businesses
nationwide and overseas. On October 8, the Disney corporate office in Hong Kong
issued an email to all Disney employees in Asia:

Subject: Escalating Tensions
Author: Corporate-Broadcast AP at DISNEY-TV-HK
Date: 10/8/01 9:58 AM

Dear Team Asia,

By now, you know that war against terrorism has reached Afghanistan today with the
retaliatory attacks by US and British forces.

It is of course expected that retaliatory attacks by the terrorists will follow across the
globe. The back-and-forth has begun. In addition, as has been reported over the past
month, this battle will likely go on for some time.

We are of course in contact with the American Consulate in Hong Kong and local officials
to make sure we stay updated on any security issues or news related to us locally as this
battle grows. In addition, we are in constant communication with Burbank. In all cases,
there is a heightened sense of alert and security in place now.

The main thing that each of us can do is to stay alert and pay attention to the situation. As
has been the plan, we will move forward with business the way we do each and every day.
Now, more than ever, it’s key for each division and person within Disney to work closely
together for the mutual benefit of the company. Let’s help each other out whenever pos-
sible. Safety at home, in the office and during travel is our key priority while we move
forward with our business — our being a family entertainment company.

Please let me know if you have any question or concerns. We’ll keep you posted as we get
more information.

Thank you,

Jon

On October 26, President George W. Bush signed into law the USA PATRIOT
(Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism) Act of 2001 [26]. The Patriot Act expanded the
power of law enforcement agencies to gather intelligence within the United States
via surveillance of communications, financial transactions, and other activities.

On November 13, President Bush issued a military order for detention, treat-
ment, and trial of certain non-citizens in the war against terrorism [27]. The Bush
Administration established in 2002 the controversial detainment and interrogation
facility at the Guantdnamo Bay Naval Base in southeastern Cuba where 779 peo-
ple had been detained [28].

Although Operation Enduring Freedom in Afghanistan (OEF-A) failed to
locate Osama bin Laden, it toppled the Taliban government who provided sanc-
tuary to bin Laden and his “al-Qaeda” (“The Base”) network. Osama bin Laden
had evaded capture for nearly 10 years before he was killed by U.S. Navy SEALs
in Abbottabad, Pakistan on May 2, 2011 [29]. The war in Afghanistan continued
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after bin Laden’s death; and it has become the longest war in American history,
surpassing Iraq (8 years and 7 months) and Vietnam (8 years and 5 months) [30].

1.6 September 11, 2012

The intense hunt for terrorists over the past decade has diminished the al-Qaeda
network, but the threat of terrorism is far from gone. On September 11, 2012, ter-
rorists attacked the U.S. Consulate in Benghazi, Libya during the massive protests
across the Muslim world over an anti-Islam film by Egyptian-American Mark
Basseley Youssef [31]. Among the casualties were U.S. ambassador J. Christopher
Stevens, ex-Navy SEALs Glen Doherty and Tyrone Woods, and an online gaming
maven Sean Smith [32].

London-based think tank Quilliam believed that al-Qaeda “came to avenge the
death of Abu Yahya al-Libi, al-Qaeda’s second in command killed a few months ago
[by a U.S. drone strike in Pakistan]” [33]. The U.S. had obtained information that
Ansar al-Sharia, al-Qaeda in the Islamic Maghreb, and the Egypt based Muhammad
Jamal group were likely responsible for the terrorist attack [34]. Former CIA direc-
tor David Petraeus initially gave the impression that the attack arose out of a sponta-
neous demonstration against an anti-Islam film, but he later testified in Congress that
it was an act of terrorism committed by al-Qaeda linked militants [35].

Ambassador J. Christopher Stevens, a former Peace Corps volunteer, was well-
regarded among Libyans for his support of democratic transition in Libya against
dictator Muammar Gaddafi’s regime. “In the early days of the Libyan revolution,
I asked Chris to be our envoy to the rebel opposition,” said U.S. Secretary of State
Hillary Clinton. “He arrived on a cargo ship in the port of Benghazi and began
building our relationships with Libya’s revolutionaries.... He risked his life to stop
a tyrant, then gave his life trying to help build a better Libya. The world needs
more Chris Stevenses” [36].

In September 2001, President George W. Bush described the long, drawn-out
war on terror: “We’re a nation that is adjusting to a new type of war. This isn’t a
conventional war that we’re waging. Ours is a campaign that will have to reflect
the new enemy.... These are people who strike and hide, people who know no
borders... The new war is not only against the evildoers themselves; the new war
is against those who harbor them and finance them and feed them. We will need
patience and determination in order to succeed” [9].

1.7 Sony-pocalypse: Invoking 9/11 Attacks
in Cyber Terrorism

“The world will be full of fear. Remember the 11th of September 2001. We rec-
ommend you to keep yourself distant from the places at that time. (If your house
is nearby, you’d better leave.)” These were the words of the cybercriminals who
called themselves the Guardians of Peace (GOP).
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Enterprise security analyst Adrian Sanabria coined the term “Sony-pocalypse”
to describe the most destructive cyber attack reported to date against a company
on U.S. soil [37]. In November 2014, the GOP had stolen 100 terabytes of data
[38], destroyed 75 % of corporate computer servers, and crippled the company’s
data centers [39]. Among the stolen data were five feature films, executive emails,
business contracts, company budgets, employee personal data, salary informa-
tion, medical records, and celebrity secrets [40]. The New York Times reported that
“administrators hauled out old machines that allowed them to cut physical payroll
checks in lieu of electronic direct deposit” [39].

On December 5, the GOP threatened Sony employees and their families via an
email written in broken English: “Removing Sony Pictures on earth is a very tiny
work for our group which is a worldwide organization.... Please sign your name
to object the false of the company at the email address below if you don’t want to
suffer damage. If you don’t, not only you but your family will be in danger” [41].

Sony did not budge. On December 8, the GOP condemned the controver-
sial satire comedy The Interview about a hapless TV host recruited by the CIA
to assassinate North Korean dictator Kim Jong-un. The group demanded Sony to
“stop immediately showing the movie of terrorism which can break regional peace
and cause the War!” [42]

On December 10, Sony fought back by launching denial of service (DoS)
attacks on websites that were leaking the stolen data, as well as spreading bogus
files to the torrent network to fool downloaders [43].

Cyber warfare escalated to cyber terrorism on December 16 when the GOP
invoked the 9/11 terror attacks in a warning to moviegoers who might consider
watching The Interview [44]. In response to the physical terrorism threat, the U.S.
Department of Homeland Security issued a statement saying that “at this time
there is no credible intelligence to indicate an active plot against movie theaters
within the United States” [45].

Nevertheless, the damage was done: Three largest theater chains — AMC,
Regal, and Cinemark — along with the majority of 3,000 cinemas called off the
screenings of The Interview in fear of physical violence and collateral damages to
other movies shown in the same theaters [46].

On December 17, Sony gave in and canceled the Christmas Day theatrical
release for The Interview. “We are deeply saddened at this brazen effort to sup-
press the distribution of a movie, and in the process do damage to our company,
our employees, and the American public,” Sony said in a statement. “We stand by
our filmmakers and their right to free expression and are extremely disappointed
by this outcome” [47].

President Barack Obama strongly disapproved of Sony’s decision to cancel the
film release. “I am sympathetic to the concerns that they face. Having said all that,
yes, I think they made a mistake,” Obama said at a news conference on December
19. “Let’s not get into that way of doing business. We cannot have a society in
which some dictators someplace can start imposing censorship here in the United
States because if somebody is able to intimidate us out of releasing a satirical
movie, imagine what they start doing once they see a documentary that they don’t
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like or news reports that they don’t like. That’s not who we are. That’s not what
America is about” [48].

The FBI pinned blame on North Korea for the Sony-pocalypse [49] and
the GOP replied with a mocking message: “The result of investigation by FBI
is so excellent that you might have seen what we were doing with your own
eye. We congratulate you [sic] success. FBI is the BEST in the world. You
will find the gift for FBI at the following address. https://www.youtube.com/
watch?v=hiRacdl02w4 Enjoy!” [50]

Even if North Korea was actually responsible for the massive cyber attack
against Sony, President Obama did not consider it “an act of war.” In an interview
on CNN’s State of the Union that aired on December 21, Obama told news anchor
Candy Crowley, “We’ve got very clear criteria as to what it means for a state to
sponsor terrorism. And we don’t make those judgments just based on the news
of the day. We look systematically at what’s been done and based on those facts,
we’ll make those determinations in the future.... It was an act of cyber vandalism
that was very costly. We take it very seriously and we will respond proportionally.
If we set a precedent in which a dictator in another country can disrupt through
cyber, a company’s distribution chain or its products, and as a consequence we
start censoring ourselves, that’s a problem. And it’s a problem not just for the
entertainment industry; it’s a problem for the news industry.... So the key here is
not to suggest that Sony was a bad actor. It’s making a broader point that all of us
have to adapt to the possibility of cyber attacks, we have to do a lot more to guard
against them” [51].

On December 22, New York’s Treehouse Theater announced that it would pre-
sent a live reading of the movie’s script. “In the wake of recent events surround-
ing the controversial film ‘The Interview, the feeling that a threat to free speech
has been imposed is inescapable and terrifying,” reads the theater’s announcement
for the event. “In response to this, three comedians have acquired a draft of the
script for the banned film and are producing a live-read at the Treehouse Theater
on Saturday, December 27th at 7 pm. Featuring some of the finest performers from
the Upright Citizen’s Brigade theater, this is an opportunity for people to come
together in the name of free speech, in defiance of all who have threatened it” [52].

On December 23, with the support of about 300 independently-owned theat-
ers across the country, Sony reversed its decision to cancel the theatrical release.
Seth Rogen who co-directed and co-starred in The Interview sent out a victory
tweet: “The people have spoken! Freedom has prevailed! Sony didn’t give up! The
Interview will be shown at theaters willing to play it on Xmas day!” (See Fig. 1.2).

Although most critics considered The Interview ‘“‘a pretty terrible movie” [53],
the premiere draw many sell-out audiences on Christmas Day [54]. Sony made
Hollywood history by releasing the movie simultaneously in theaters and online
via streaming on YouTube, Google Play, Microsoft Xbox, and the dedicated web-
site SeeThelnterview.com — a strategy known as same-day-and-date release [55].


https://www.youtube.com/watch?v=hiRacdl02w4
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For the opening weekend, the film barely earned $3 million in ticket sales from
331 screens but it pulled in over $15 million from online purchases and rentals,
making it the Sony Pictures #1 online film of all time [56]. By January 2015, The
Interview made $31 million in online and video-on-demand revenues and $5 mil-
lion in limited theatrical release [57]. Although the financial damage to Sony was
estimated to be around $100 million [58], Sony CEO Kazuo Hirari downplayed
the financial impact of the cyber attacks on the company at a news conference dur-
ing the 2015 Consumer Electronics Show (CES) in Las Vegas, Nevada [59]. In
February 2015, Sony gave an official figure for damages from the massive hack:
$15 million [60] and Amy Pascal resigned from her co-chair job at Sony Pictures
Entertainment [61].

It is a cosmic irony that Japan was the aggressor in the surprise attack on Pearl
Harbor in December 1941 and now Sony became the victim of a massive cyber
attack 73 years later in November 2014. More importantly, however, the Sony saga
has brought to light a hidden sinister: Cyber terrorism has reached a whole new
level by combining cyber attacks and threats of physical terrorism.

Kim Zetter, senior staff reporter at Wired magazine, expressed her concern:
“Even if members of GOP lack the means or intent to pull off a terrorist attack on
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their own, they’ve now created an open invitation for opportunistic attackers to do
so in their name — in essence, escalating their crimes and influence to a level no
other hackers! have achieved to date” [62].

The Sony-pocalypse serves as a wakeup call for everyone to take cybersecu-
rity seriously. President Obama considered the Sony saga “cyber vandalism” [51]
whereas one senior Sony employee called it “a terrorist attack” [63]. I believe that
“cyber terrorism” is a more appropriate term for the Sony saga. Cyber attacks and
terrorist threats are a lethal combination that can only be resolved by aligning con-
scientious counterterrorism policies with cybersecurity technologies.
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U.S. Intelligence Community

Secrecy stifles oversight, accountability, and information sharing.
— The 9/11 Commission (July 22, 2004)

The situation was, and remains, too risky to allow someone

to experiment with amateurish, Hollywood style interrogation

methods - that in reality - taints sources, risks outcomes,

ignores the end game, and diminishes our moral high ground

in a battle that is impossible to win without first capturing the

hearts and minds around the world. It was one of the worst and

most harmful decisions made in our efforts against al-Qaeda.
— Former FBI Agent Ali Soufan (May 13, 2009)

In solving intelligence problems, including diversity of thought
is essential.
— Letitia “Tish” Long, Director of the National Geospatial-
Intelligence Agency (2012)

You know enough to know what’s not true, but you can’t
necessarily connect all of the dots to know what is true. ... The most
effective propaganda is a mixture of truths, half truths, and lies.
— American author Richard Thieme at DEF CON 22
(August 8, 2014)

2.1 “Need to Know” — Truths, Half Truths, and Lies

“You can’t handle the truth!” exclaimed Col. Nathan R. Jessup played by Jack
Nicholson in the 1992 legal drama A Few Good Men. “Son, we live in a world
that has walls, and those walls have to be guarded by men with guns. ... You don’t
want the truth, because deep down in places you don’t talk about at parties, you
want me on that wall. You need me on that wall” [1].

On August 8, 2014 at DEF CON 22 in Las Vegas, American author Richard Thieme
recalled a conversation with his friend from the National Security Agency (NSA) who
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spoke of the difficulty in knowing the truth: “You know enough to know what’s not
true, but you can’t necessarily connect all of the dots to know what is true” [2].

A commentator on technology and culture, Thieme gave his talk at DEF CON
for the 19th years and is widely considered to be a “father figure” in hacker con-
ventions worldwide. He told a story about U.S. Army General Alexander Haig
who served as the U.S. Secretary of State under President Ronald Reagan from
1981 to 1982: “In a small Italian newspaper where a piece of really great investi-
gative reporting revealed that the KGB during the Cold War was sponsoring terror-
ism all over the world and supporting groups that were antithetical to the United
States and its intentions. That small story caught the attention of an author and
journalist who wrote a piece about it for The New York Times and also wrote a
book about it. That came to the attention of Alexander Haig who was Secretary of
State; and he became very, very alarmed and he held a press conference in which
he demanded that the CIA explore this revelation in order to counter the nefari-
ous and insidious work of the KGB in this way. William Casey, director of CIA,
said ‘we’ll get right on it Six months later the result came back: “We’ve explored
that, you don’t have to worry about that particular thing.” Why? Because the story
in the Italian newspaper was a CIA plant in the first place. In other words, it was
just propaganda to smear the Soviets, but it was picked up by our own journalist
who didn’t know any better and couldn’t, turned into a book which went to the
Secretary of State and then became an alarming consideration, and the CIA could
not tell him the truth” [2].

The U.S. Secretary of State is the head of the State Department responsible
for overall direction, coordination, and supervision of activities of the U.S.
government overseas. Yet CIA director William Casey had kept U.S. Army
General Alexander Haig in the dark for most of his career as Secretary of State.
The “need to know” syndrome had reached epidemic proportions within the U.S.
government, all the way to the top including Presidents of the United States (i.e.
giving the Presidents the benefit of the doubt).

In March 1987 during the Iran-Contra affair, President Ronald Reagan said in
a televised press conference that “he was not aware of a two-year secret campaign
organized by key White House aides, including two advisers he saw nearly every day,
to ship millions of dollars in arms to Nicaraguan contra rebels” and that “he was not
aware of the alleged diversion of funds from U.S. arms sales to Iran to the rebels” [3].

In October 2013 amid Edward Snowden’s NSA leaks, President Barack Obama
was reportedly unaware of the United States spying on its ally leaders: “The
National Security Agency ended a program used to spy on German Chancellor
Angela Merkel and a number of other world leaders after an internal Obama admin-
istration review started this summer revealed to the White House the existence of
the operation, U.S. officials said ... The account suggests President Barack Obama
went nearly five years without knowing his own spies were bugging the phones of
world leaders. Officials said the NSA has so many eavesdropping operations under
way that it wouldn’t have been practical to brief him on all of them” [4].

“The most effective propaganda,” Thieme said, “is a mixture of truths, half
truths, and lies” [2].
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In August 1996, Al Quds Al Arabi in London published Osama bin Laden’s fatwa
entitled “Declaration of War against the Americans Occupying the Land of the Two
Holy Places” [5]. The land referred to Saudi Arabia and the two holy places Mecca
and Medina. In February 1998, bin Laden issued a second fatwa declaring a holy
war or jihad against America and Israel [6]. In August 1998, al-Qaeda bombed the
U.S. embassies in Kenya and Tanzania simultaneously, killing 224 people [7]. In
December 1998, Director of Central Intelligence’s (DCI) Counterterrorist Center
(CTC) reported to President Bill Clinton that “Bin Ladin and his allies are prepar-
ing for attacks in the US, including an aircraft hijacking” [8].

In June 1999, two years before 9/11, Osama bin Laden (aka Usama Bin Laden)
was placed on the FBI's Ten Most Wanted Fugitives list [9]. (See Figure 2.1). Bin
Laden was wanted for the murder of U.S. nationals outside the U.S., in connection
with the August 1998 bombings of the U.S. Embassies.

After the September 11 attacks, the U.S. Department of State offered a reward
of up to $25 million for information leading directly to the apprehension or con-
viction of Osama bin Laden. An additional $2 million was offered through a pro-
gram developed and funded by the Airline Pilots Association and the Air Transport
Association. However, the revised FBI poster in November 2001 inexplicably did
not mention 9/11 in bin Laden’s list of crimes. Instead, it simply stated, “In addi-
tion, Bin Laden is a suspect in other terrorist attacks throughout the world.”

Bin Laden initially denied any involvement in 9/11. In a statement issued to
the Arabic satellite channel Al Jazeera, bin Laden said, “The U.S. government has
consistently blamed me for being behind every occasion its enemies attack it. I
would like to assure the world that I did not plan the recent attacks, which seems
to have been planned by people for personal reasons. I have been living in the
Islamic emirate of Afghanistan and following its leaders’ rules. The current leader
does not allow me to exercise such operations” [10].

To contradict bin Laden’s denial, the Bush administration released in December
2001 a video tape showing bin Laden bragging about the 9/11 attacks: “I was
thinking that the fire from the gas in the plane would melt the iron structure of the
building and collapse the area where the plane hit and all the floors above it only.
This is all that we had hoped for” [11].

Nonetheless, Saudi Defense Minister Prince Sultan bin Abdul Aziz questioned,
“Who stands behind this terrorism and who carried out this complicated and care-
fully planned terrorist operation? ... Are bin Laden and his supporters the only
ones behind what happened or is there another power with advanced technical
expertise that acted with them?” [12].

In an audiotape surfaced in May 2006, bin Laden claimed responsibility for 9/11:
“The truth is that he [Zacarias Moussaoui] has no connection whatsoever with the
events of September 11th, and I am certain of what I say, because I was responsible
for entrusting the 19 brothers — Allah have mercy upon them — with those raids,
and I did not assign brother Zacarias to be with them on that mission” [13].
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FBI TEN IVIOST

WANTED FUGITIVE

Murder of U.5 Nationals Ouiside the Uniled States; Conspiracy to Murder U.S
Nationals Outside the United States; Attackon a Federal Facility Resulting in Death

USAMA BIN LADEN

Deceased
Date of Fhotegraph
Unlmowrn
Aliases:
Usama Bin Muharmad BinLadin, Shaykh Usama Bin Ladin, the Prince, the Emix, Abu Abdallsh, Mujaled Shaykh, Hajj,
the Director
DESCRIPTION
Datels) of Birth Used: 1957 Hair: Brown
Place of Binth: Sandi Arvabia Eyes: Brown
Height 64" 8 8" Complexion: Olive
Weight: Approccimately 160 pounds  Sex: Male
Build: Thin Nationality: Saudi Anbian
Occupation: Undmown
Scars and Marks: Nore lmown
Remarks: BinLadenis the leaderof a teworist cxgarization krown as Al-Qaeda, "The Base". Heis
left-handed and walks with acare.
CAUTION

Usama Bin Laden is warded in connection with the Augast 7, 1998, bombings of the Urited S tates Exbassies inDares
§ alaam, Tarzania, and Nanoby, Kenya. These attacks Jalled over 200 people. In addition, BinLaden s asuspectin other

15t attacks th hoat the world.
REWARD
The Rewards For Justice Program, Urdted $ tates Departmert of State, is offering a mward ofup to $25 million for
information leading divectly to the hension or conviction of Usama BinLaden Anadditional $2 nallionis being

offered through a program developed and funded by the Andine Pilots Association and the Axr Trams port Association
CONSIDERED ARMED AND EXTREMELY DANGEROUS

If you have any information concerning this peson, please cortact your local FEI office orthe nearest American Enb assy
or Consul e,
June 1999 Poster Revised November 2001

Fig. 2.1 FBI ten most wanted fugitive — Usama Bin Laden (November 2001, courtesy of the
Federal Bureau of Investigation)

The initial denials and subsequent admissions might have suggested that bin
Laden eventually decided to go for this once-in-a-lifetime opportunity and take
credit for the actions of his top lieutenants in order to maintain a unified support
of jihad against America. Although the authenticity of the bin Laden “confes-
sion” audio and video tapes is subject to debate, the al-Qaeda terrorist organiza-
tion has been inextricably linked to the 9/11 attacks, thanks to the FBI’s relentless
investigations.
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Back in March 2000, the U.S. Central Intelligence Agency (CIA) learned that two
military trained al-Qaeda terrorists, Khalid al-Mihdhar and Nawaf al-Hazmi, had
entered the United States [14]. However, the CIA did not inform the FBI or the
U.S. State Department until August 2001, a year and half later [15]. By then, it
was too late for the FBI to track down al-Mihdhar and al-Hazmi who, along with
three other terrorists, hijacked American Airlines Flight 77 that crashed into the
Pentagon on September 11, killing 189 people [16].

“When [Ali] Soufan realized that the CIA had known for more than a year and
a half that two of the hijackers were in the country he ran into the bathroom and
threw up,” wrote Pulitzer Prize-winning author Lawrence Wright in the July 2006
issue of The New Yorker [17].

Lebanese-American Ali Soufan is a former FBI agent who might have pre-
vented 9/11 if the CIA and the FBI had been cooperative with one another.
Soufan’s close friend and colleague John O’Neill was killed in the attacks. O’Neill
was the former head of the FBI National Security Division. He died less than a
month after he started his new job as head of security at the World Trade Center.

Back in 1998, O’Neill drafted Soufan into the FBI's I-49 squad to investigate
al-Qaeda in connection with the U.S. embassy bombings in Kenya and Tanzania
[7]. Soufan was one of eight FBI agents who spoke Arabic fluently. The FBI col-
lected evidence linking the bombings to Osama bin Laden, and placed him on the
FBI's Ten Most Wanted Fugitives list [9]. The FBI also discovered a phone num-
ber in Yemen that functioned as a virtual switchboard for al-Qaeda’s global organi-
zation. However, the CIA had jurisdiction over monitoring the overseas phone
conversations, and they refused to share the intercepted messages with the FBI.

The CIA followed al-Qaeda terrorist Khalid al-Mihdhar to Dubai where they
learned that he had a U.S. visa. Nevertheless, the CIA did not alert the FBI or the
U.S. State Department to put al-Mihdhar on the terrorist watch list. The CIA had
hoped to recruit al-Mihdhar to infiltrate the al-Qaeda organization. However, the
CIA realized in March 2000 that al-Mihdhar and his accomplice Nawaf al-Hazmi
had entered the U.S. legally, and the spy agency failed to inform the FBI and the
U.S. State Department that had jurisdiction inside the United States.

In October 2000, a fiberglass fishing boat containing plastic explosives blasted
open a hole in USS Cole in Yemen, killing 17 American sailors [18]. O’Neill and
Soufan went to Yemen for the investigation. The FBI identified the one-legged
al-Qaeda lieutenant Khallad who orchestrated the Cole attack. Despite numerous
requests from the FBI, the CIA withheld information about Khallad and his meet-
ing in Malaysia with the future 9/11 hijackers.

O’Neill retired from the FBI in August 2001 and took a job as head of security
at the World Trade Center. Meanwhile, the FBI learned that al-Mihdhar and al-
Hazmi were in the U.S. but the agency was unable to track them down.

Less than a month later on September 11, al-Mihdhar and al-Hazmi hijacked
American Airlines Flight 77 that crashed into the Pentagon, killing a total of 189
people [16]. Other 9/11 hijackers piloted American Airlines Flight 11 and United
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Airlines Flight 175 that crashed into the North Tower and South Tower of the
World Trade Center, killing O’Neill and a total of 2,762 people [19]. Including the
crash of United Airlines Flight 93 after its 40 passengers revolted against the four
hijackers [20], the total death toll on September 11, 2001 was 2,995 people.

On September 12, the FBI ordered its agents to identify the 9/11 hijackers “by
any means necessary.” Soufan was tasked to interrogate al-Qaeda terrorist Fahd
al-Quso in Yemen, the only lead that the FBI had at the time. The CIA handed
Soufan the surveillance photos of 20 al-Qaeda terrorists and a complete report on
the Malaysia meeting of the suspected hijackers. When Soufan learned that the
CIA had known for more than a year and a half that two al-Qaeda terrorists were
living in the U.S., the shock made him physically ill.

Unlike Jack Bauer (played by Kiefer Sutherland) in the counterterrorism TV
drama 24, Soufan did not torture or threaten the suspects in order to extract infor-
mation from them and exact revenge for the death of his close friend and colleague
O’Neill. Instead, Soufan’s arsenal of interrogation included American bottle water,
sugarless wafers, theological debates, and a history book of America in the Arabic
language.

Soufan was able to persuade Fahd al-Quso and disarm Abu Jandal (aka Nasser
al-Bahri) who was trained in counter-interrogation techniques. Al-Quso and Jandal
eventually identified many 9/11 hijackers from the photos of known al-Qaeda ter-
rorists, including Mohammed Atta who was the lead hijacker. Working on the 9/11
case for days and nights with almost no sleep, his coworkers referred to Soufan as
“an American hero.”

For every hero recognized by the news media, there are many more unsung
heroes who work steadfastly and risk their lives to keep the world safer. In 2009,
for example, seven CIA officers were killed by a Jordanian double agent when he
detonated his suicide bomb vest at their secret meeting in Khost, Afghanistan [21] .

2.4 The FBI-CIA Bureaucratic Rivalries

Former Newsweek investigative correspondent Michael Isikoff said, “The CIA
knew who they were, they knew that they were suspected al-Qaeda operatives,
they failed to alert the INS [Immigration and Naturalization Service], the State
Department, the Customs Service, agencies who could have kept them out of the
country. And, perhaps more importantly, they failed to alert the FBI, which could
have tracked them while they were in the country” [14].

Although the Ali Soufan story placed the blame squarely on the CIA, Michael
Scheuer, former chief of the Osama bin Laden unit at the CIA Counterterrorism
Center, accused the FBI instead. Scheuer wrote in the July 4, 2006 issue of The
Washington Times [22]:

FBI officers sat in the unit I first commanded and then served in and they read the same

information I did. If the data did not get to FBI headquarters it is because the FBI then
lacked, and still lacks, a useable computer system. The FBI did not know the September
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11 hijackers were here because Judge Louis Freeh [5th FBI Director] and Robert Mueller
[6th FBI Director] have failed to provide their officers computers that allow them to talk
securely to their headquarters and other intelligence community elements. ... In my own
experience, Mr. O’Neill was interested only in furthering his career and disguising the
rank incompetence of senior FBI leaders. He once told me that he and the FBI would
oppose an operation to capture bin Laden and take him to a third country for incarcera-
tion. When I asked why, he replied, “Why should the FBI help to capture bin Laden if the
bureau won’t get credit among Americans for his arrest and conviction?”

Contrary to Scheuer’s negative assessment of O’Neill who was killed in the 9/11
attacks, the FBI I-49 squad intercepted phone calls between bin Laden and his al-
Qaeda operatives by installing two antennae in the Pacific and the Indian Ocean, as
well as a satellite phone booth with a hidden camera in Kandahar, Afghanistan [17].

The CIA apparently did not get along with the National Security Agency
(NSA) either. A military officer from the 1998 Middle East signals-intelligence
operation team told Seymour Hersh of The New Yorker that he was unable to dis-
cuss the activity with representatives of the CIA and the NSA at the same time. “I
used to meet with one in a safe house in Virginia, break for lunch, and then meet
with the other,” the officer said. “They wouldn’t be in the same room” [23].

A senior manager at a U.S. intelligence agency disclosed that the major intel-
ligence centers were so consumed by internecine warfare that the professional ana-
lysts find it difficult to do their jobs. “They’re all fighting among each other,” said
the senior manager. “There’s no concentration on issues” [23].

To make matter worse, the U.S. Justice Department in 1995 established a pol-
icy known as “the Wall” or “Chinese Wall,” that hindered the exchange of for-
eign intelligence information between FBI agents and criminal investigators. U.S.
Attorney Mary Jo White voiced her dissonance in a memorandum faxed to Deputy
Attorney General Jamie Gorelick in December 1995. White argued that the Justice
Department and the FBI were structured and operating in a way that did not make
maximum legitimate use of all law enforcement and intelligence avenues to pre-
vent terrorism and prosecute terrorists. White asserted that the Justice Department
was building “unnecessary and counterproductive walls that inhibit rather than
promote our ultimate objectives” and that “we must face the reality that the way
we are proceeding now is inherently and in actuality very dangerous” [24]. Using
the Chinese Wall policy as an excuse, the FBI withheld intelligence from the
White House, and the CIA refused to share intelligence with the FBI.

In his 1998 book Secrecy: The American Experience, U.S. Senator Daniel
Patrick Moynihan wrote that “Departments and agencies hoard information, and
the government becomes a kind of market. Secrets become organizational assets,
never to be shared save in exchange for another organization’s assets. ... Too
much of the information was secret, not sufficiently open to critique by persons
outside government. Within the confines of the intelligence community, too great
attention was paid to hoarding information, defending boundaries, securing budg-
ets, and other matters of corporate survival. ... The system costs can be enormous.
In the void created by absent or withheld information, decisions are either made
poorly or not at all” [25].
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2.5 Operational Failures of the U.S. Intelligence
Community

After 9/11, CIA director George Tenet and CIA Counterterrorist Center director
Cofer Black testified to Congress that the CIA had divulged information about
future hijacker Khalid al-Mihdhar’s to the FBI in a timely manner. However, the
9/11 Commission concluded that their statements were false [26].

The 9/11 Commission Report identified several major operational failures —
opportunities that the U.S. intelligence community and governmental agencies
could have exploited to prevent 9/11 [27]. The failures included:

Central Intelligence Agency (CIA)

e Not watchlisting future hijackers Khalid al-Mihdhar and Nawaf al-Hazmi, not
trailing them after they traveled to Bangkok, and not informing the FBI about
one future hijacker’s U.S. visa or his companion’s travel to the United States.

e Not sharing information linking individuals in the Cole attack to al-Mihdhar.

Federal Bureau of Investigation (FBI)

e Not taking adequate steps in time to find al-Mihdhar or al-Hazmi in the United
States.

e Not linking the arrest of Zacarias Moussaoui, described as interested in flight
training for the purpose of using an airplane in a terrorist act, to the heightened
indications of attack.

e Not expanding no-fly lists to include names from terrorist watchlists.

U.S. State Department and Immigration and Naturalization Service (INS)

e Not discovering false statements on visa applications.
e Not recognizing passports manipulated in a fraudulent manner.
e Not realizing false statements to border officials to gain entry into the United States.

Federal Aviation Administration (FAA)

e Not making use of the U.S. TIPOFF terrorist watchlist where two of the hijack-
ers were listed.

e Not searching airline passengers identified by the Computer-Assisted Passenger
Prescreening System (CAPPS).

e Not hardening aircraft cockpit doors or taking other measures to prepare for the
possibility of suicide hijackings.

Furthermore, a 2001 Congressional report disclosed that the NSA was faced with
“profound needle-in-the-haystack challenges.” The New York Times revealed in
2002 that there were 200 million pieces of intelligence in a regular workday, and
less than one percent of it was ever decoded, translated, or processed [28].

Despite the establishment of the Terrorist Screening Center (TSC) in 2003,
U.S. agencies handling the terrorist watch lists have continued to “work from at
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least 12 different, sometimes incompatible, often uncoordinated and technologi-
cally archaic databases” [29]. The TSC has been tasked to consolidate the State
Department’s TIPOFF, Homeland Security’s No-fly list, and FBI’s Interpol terror-
ism watch list [30].

For spy agencies like the CIA and military intelligence organizations, The Wall
Street Journal revealed in 2009 that there are hundreds of databases each and most
of them are not linked up [31]. Analysts often have to query individual databases
separately and analyze the data through the conventional “pen and paper” method.

In short, finger-pointing, interagency rivalries, personal animosity, operational
inefficiency, outmoded government regulations, and intentional withholding of
vital information had resulted in a colossal failure of the U.S. intelligence commu-
nity to protect and serve the American public.

2.6 Unity of Counterterrorism Effort Across
U.S. Government

Most U.S. military officers serving on the front lines overseas have heard “One
Team, One Fight” — everyone working together to accomplish the mission [32].
Aesop’s fable The Four Oxen and the Lion reminds us that “united we stand,
divided we fall.” To effectively fight against terrorism, the 9/11 Commission called
for unity of effort in five areas of the U.S. government [27]:

1. National Counterterrorism Center (NCTC) unifying strategic intelligence
and operational planning against Islamist terrorists across the foreign-domestic
divide. Placed in the Executive Office of the President, the NCTC would:

a. Build on the existing Terrorist Threat Integration Center, and would replace
it and other terrorism “fusion centers” within the government.

b. Become the authoritative knowledge bank with information collected from
both inside and outside the United States.

c. Perform joint operational planning with existing agencies and track imple-
mentation of plans.

d. Influence the leadership and the budgets of the counterterrorism operating
arms of the CIA, the FBI, the departments of Defense, and Homeland Security.

e. Follow the policy direction of the President and the National Security Council.

2. National Intelligence Director (NID) unifying the U.S. intelligence community.
Located in the Executive Office of the President, the NID would:

a. Oversee national intelligence centers (e.g. CIA, DIA [Defense Intelligence
Agency], NSA, and FBI) that combine experts from all the collection disci-
plines against common targets such as counterterrorism or nuclear proliferation.

b. Oversee the agencies that contribute to the national intelligence pro-
gram including setting common standards for personnel and information
technology.
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c. Have authority over three intelligence deputies:

e Director of the CIA (for foreign intelligence)

e Under Secretary of Defense for Intelligence (for defense intelligence)

e Executive Assistant Director for Intelligence at the FBI or Under Secretary
of Homeland Security for Information Analysis and Infrastructure
Protection (for homeland intelligence)

3. Network-based Information Sharing System unifying the many participants
in the counterterrorism efforts and their knowledge. Transcending traditional
governmental boundaries, the decentralized network-based information system
would replace the system of “need to know” by a system of “need to share.”
The 9/11 Commission acknowledged that “secrecy stifles oversight, account-
ability, and information sharing.” Legal and policy issues must be resolved in
order for the new information sharing system to be used effectively.

4. U.S. Congress unifying and strengthening congressional oversight to improve
quality and accountability. For intelligence oversight, Congress would combine
authorizing and appropriating intelligence committees to empower their over-
sight function. To minimize national security risks during transitions between
administrations, Congress would create a permanent standing committee for
homeland security in each chamber.

5. US. Government strengthening the FBI and homeland defenders. The FBI
would establish a specialized and integrated national security workforce consist-
ing of agents, analysts, linguists, and surveillance specialists, in order to develop a
deep expertise in intelligence and national security. The Department of Defense’s
Northern Command would regularly access the adequacy of strategies and plan-
ning to defend against military threats to the homeland. The Department of
Homeland Security would regularly assess the types of threats the country faces, in
order to determine the readiness of the U.S. government to respond to those threats.

Figure 2.2 shows the post-9/11 organizational chart for the U.S. intelligence com-
munity recommended by the 911 Commission to achieve a unity of effort in man-
aging intelligence. The Executive Office of the President includes the President
of the United States (POTUS), the National Intelligence Director (NID), and the
National Counterterrorism Center (NCTC). The three NID deputies are the CIA
Director (foreign intelligence), the Under Secretary of Defense for Intelligence
(defense intelligence), and the FBI Intelligence Director (homeland intelligence).

The “new” Open Source Agency in Figure 2.2 became a reality in 2005 when
Douglas Naquin was appointed the director of the Open Source Center (OSC).
Replacing the former Foreign Broadcast Information Service (FBIS) head by
Naquin, the OSC collects information available from “the Internet, databases,
press, radio, television, video, geospatial data, photos and commercial imagery”
[33]. According to the OSC website, “OpenSource.gov provides information on
foreign political, military, economic, and technical issues beyond the usual media
from an ever expanding universe of open sources. Our website contains sources
from more than 160 countries, in more than 80 languages and hosts content from
several commercial providers, as well as content from OSC partners” [34].
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Fig. 2.2 Unity of effort in managing intelligence

2.7 Transition from Need-to-Know to Need-to-Share
and Need-to-Provide

Based on the 9/11 Commission’s recommendations, Congress passed the
Intelligence Reform and Terrorism Prevention Act in 2004 and established the Office
of the Director of National Intelligence (ODNI) [35]. Former Ambassador John
Negroponte served as the first Director of National Intelligence (DNI) in April 2005.
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Although the CIA had objected to the creation of the ODNI, the CIA issued a
statement in 2006 admitting the necessity of interagency cooperation: “Based on
rigorous internal and external reviews of its shortcomings and successes before
and after 9/11, the CIA has improved its processing and sharing of intelligence.
CIA’s focus is on learning and even closer cooperation with partners inside and
outside government, not on public finger pointing, which does not serve the
American people well” [36].

Former NSA director and vice admiral John Michael McConnell became the
second Director of National Intelligence in February 2007. He implemented an
aggressive “100 Day Plan for Integration and Collaboration” in order to address
and overcome barriers — legal, policy, technology, process, and culture — in the
U.S. intelligence community [37]. The 100 Day Plan focused on six enterprise
integration priorities:

Create a Culture of Collaboration

Foster Collection and Analytic Transformation

Build Acquisition Excellence and Technology Leadership
Modernize Business Practices

Accelerate Information Sharing

Clarify and Align DNI’s Authorities

AN

McConnell’s 100 Day Plan was followed by his “500 Day Plan for Integration and
Collaboration” in October 2007 that “continues to build the foundation to enable
the IC to work as a single, integrated enterprise” [38].

As of 2015, the U.S. intelligence community is a coalition of 17 agencies
and organizations headed by the Office of the Director of National Intelligence
(ODNI) [39] (See Figure 2.3):

1. ODNI

2. Air Force Intelligence, Surveillance, and Reconnaissance (AF ISR)

3. Army Intelligence (G-2)

4. Central Intelligence Agency (CIA)

5. Coast Guard Intelligence

6. Defense Intelligence Agency (DIA)

7. Department of Energy (DOE)

8. Department of Homeland Security (DHS)

9. Department of State: Bureau of Intelligence and Research (INR)
10. Department of the Treasury: Office of Intelligence and Analysis (OIA)
11. Drug Enforcement Administration (DEA): Office of National Security

Intelligence (ONSI)
12. Federal Bureau of Investigation (FBI): National Security Branch (NSB)
13. Marine Corps Intelligence
14. National Geospatial-Intelligence Agency (NGA)
15. National Reconnaissance Office (NRO)
16. National Security Agency (NSA) /Central Security Service (CSS)
17. Navy Intelligence (ONI)
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Fig. 2.3 U.S. intelligence
community (Courtesy of
the Office of the Director of
National Intelligence)

UNCLASSIFIED

The intelligence community employs more than 100,000 people including private
contractors. The annual budget exceeds $50 billion, more than the U.S. government
spends on energy, scientific research, and the federal court and prison systems [40].

Letitia “Tish” Long, Director of the National Geospatial-Intelligence Agency
(NGA), described the shift across the post-9/11 intelligence community as the
transition from a need-to-know atmosphere to a need-to-share and need-to-provide
culture. “In solving intelligence problems, including diversity of thought is essen-
tial,” said Long in a 2012 interview. “[In] the Osama bin Laden operation, the
intelligence community witnessed the true value of merging many thoughts and
perspectives, and we must continue to replicate this kind of integration across the
enterprise in the future” [41]. The NGA was responsible for the analysis of satel-
lite imagery of the bin Laden compound in Pakistan [42].
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2.8 Informed Interrogation Approach

At the 2012 Aspen Institute Security Conference, Admiral William McRaven
touted the bin Laden raid as one of the “great intelligence operations in history”
[43]. However, the FBI and CIA have been at odds with each other’s interrogation
techniques. FBI agent Ali Soufan who firmly believes in “knowledge and empa-
thy” has accused CIA’s “enhanced interrogation” methods for being harsh, inef-
fective, and borderline torture. Senate Intelligence Committee Chairman Dianne
Feinstein and Senate Armed Services Committee Chairman Carl Levin released
their findings in April 2012 that seriously questioned the effectiveness of CIA’s
coercive interrogation methods [44]. Ali Soufan testified before Congress in May
2009 [45]:

The Informed Interrogation Approach is based on leveraging our knowledge of the detain-
ee’s culture and mindset, together with using information we already know about him....
This Informed Interrogation Approach is in sharp contrast with the harsh interrogation
approach introduced by outside contractors and forced upon CIA officials to use.... The
[enhanced interrogation] approach applies a force continuum, each time using harsher and
harsher techniques until the detainee submits.... There are many problems with this tech-
nique. A major problem is that it is ineffective. Al-Qaeda terrorists are trained to resist
torture. As shocking as these techniques are to us, the al-Qaeda training prepares them
for much worse — the torture they would expect to receive if caught by dictatorships for
example.... A second major problem with this technique is that evidence gained from it is
unreliable. There is no way to know whether the detainee is being truthful, or just speak-
ing to either mitigate his discomfort or to deliberately provide false information....

Another disastrous consequence of the use of the harsh techniques was that it reintroduced

the ‘Chinese Wall’ between the CIA and FBI — similar to the wall that prevented us from

working together to stop 9/11.... The situation was, and remains, too risky to allow some-
one to experiment with amateurish, Hollywood style interrogation methods — that in real-

ity — taints sources, risks outcomes, ignores the end game, and diminishes our moral high

ground in a battle that is impossible to win without first capturing the hearts and minds

around the world. It was one of the worst and most harmful decisions made in our efforts

against al-Qaeda.
U.S. senators Dianne Feinstein (Senate Intelligence Committee Chairman) and
Carl Levin (Senate Armed Services Committee Chairman) released a joint state-
ment in April 2012 saying that “We are deeply troubled by the claims of the CIA’s
former Deputy Director of Operations Jose Rodriguez regarding the effective-
ness of the CIA’s coercive interrogation techniques.... We are also troubled by
Rodriguez’s statements justifying the destruction of video tapes documenting the
use of coercive interrogation techniques as ‘just getting rid of some ugly visuals.’
His decision to order the destruction of the tapes was in violation of instructions
from CIA and White House lawyers, illustrates a blatant disregard for the law, and
unnecessarily caused damage to the CIA’s reputation” [46].

The 2012 movie Zero Dark Thirty dramatized the hunt for bin Laden by the
U.S. intelligence community. Acting CIA director Michael Morell issued a state-
ment to agency employees on December 21, 2012 saying that Zero Dark Thirty is
not a historically accurate film [47]. U.S. senators Dianne Feinstein, Carl Levin,
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and John McCain wrote in a letter to Sony Pictures Entertainment that “Zero Dark
Thirty is factually inaccurate, and we believe that you have an obligation to state
that the role of torture in the hunt for Usama Bin Laden is not based on the facts,
but rather part of the film’s fictional narrative.... The filmmakers and your produc-
tion studio are perpetuating the myth that torture is effective. You have a social and
moral obligation to get the facts right” [48].

CNN national security analyst Peter Bergen also remarked that “the compel-
ling story told in the film captures a lot that is true about the search for al-Qaeda’s
leader but also distorts the story in ways that could give its likely audience of mil-
lions of Americans the misleading picture that coercive interrogation techniques
used by the CIA on al-Qaeda detainees — such as waterboarding, physical abuse
and sleep deprivation — were essential to finding bin Laden” [49].

2.9 U.S. Fusion Centers

To encourage information sharing among governmental agencies, seventy-seven
fusion centers have been set up in various cities across the U.S. “Fusion centers
have stepped up to meet an urgent need in the last decade,” Homeland Security
and Governmental Affairs Committee Chairman Joe Lieberman said in October
2012. “Without fusion centers, we would not be able to connect the dots. Fusion
centers have been essential to breaking down the information silos and communi-
cations barriers that kept the government from detecting the most horrific terrorist
attack on this country — even though federal, state, and local officials each held
valuable pieces of the puzzle” [50]. Lieberman cited examples of counterterrorism
cases:

e “Raleigh Jihad” case — This case from 2009 involved Daniel Patrick Boyd and
six others who planned to attack Marine Base Quantico. The North Carolina
fusion center partnered with the local FBI Joint Terrorism Task Force on this
investigation.

e Rezwan Ferdaus — In 2010, homegrown violent Islamist extremist Ferdaus
was arrested in Boston for planning to attack the Pentagon and the Capitol
with explosives attached to remote control small planes. The Massachusetts
state fusion center was credited with making a “significant contribution” to the
investigation.

e Seattle military recruiting center plot — In 2011, two homegrown vio-
lent Islamist extremists were arrested in Seattle for planning to attack a mili-
tary recruiting center. The initial lead in this case came from a Seattle Police
Department informant, and the investigation was jointly coordinated by the FBI
and state and local agencies at the Washington state fusion center.

However, U.S. Senators Carl Levin and Tom Coburn issued a report in October
2012 of their two-year investigation that uncovered the ineffectiveness and inef-
ficiency of the state and local fusion centers around the country [51]:
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Sharing terrorism-related information between state, local and Federal officials is crucial
to protecting the United States from another terrorist attack. Achieving this objective was
the motivation for Congress and the White House to invest hundreds of millions of tax-
payer dollars over the last nine years in support of dozens of state and local fusion centers
across the United States.

The Subcommittee investigation found that DHS [Department of Homeland Security]-
assigned detailees to the fusion centers forwarded “intelligence” of uneven quality —
oftentimes shoddy, rarely timely, sometimes endangering citizens’ civil liberties and
Privacy Act protections, occasionally taken from already-published public sources, and
more often than not unrelated to terrorism.

The findings of both the 2010 and 2011 assessments contradict public statements by DHS
officials who have described fusion centers as “one of the centerpieces of our counter-
terrorism strategy,” and “a major force multiplier in the counterterrorism enterprise.” The
Subcommittee investigation found that the fusion centers often produced irrelevant, use-
less or inappropriate intelligence reporting to DHS, and many produced no intelligence
reporting whatsoever.

Despite some success stories cited by Joe Lieberman, the Senate investigative
report clearly reveals that the U.S. fusion centers are in dire need of revamp.
Reorganization is a common practice in successful businesses, the U.S. govern-
ment should learn from the private sector.

2.10 International Collaboration on Counterterrorism

During the investigation of the Boston Marathon bombing suspect Tamerlan
Tsarnaev, U.S. Senator Saxby Chambliss cited an apparent lack of information-
sharing between the federal law enforcement and intelligence agencies. Senator
Lindsey Graham concurred, “It was clear to me that the homeland security shop
had information about the travel to Russia, the FBI did not, and they’re not talking
to each other and they’re going back to the pre-9/11 problems here” [52].

Had there been better international collaboration on counterterrorism, the Boston
Marathon bombings on April 15, 2013 would have most likely been averted. In
March 2011, Russian intelligence warned the FBI about Tamerlan Tsarnaev for pos-
sible terrorist activities, but the FBI cleared Tsarnaev in its own investigation. Six
months later in September 2011, the Russian security agency FSB sent a similar
warning letter to the CIA about Tsarnaev becoming radicalized, but refused to offer
more information. “There were no details, no examples, no threads to pull,” said a
senior U.S. official. “Because of the rather light nature of the information we did go
back to them and asked can you tell us more. We never heard back.... There’s still
a lot of suspicion [between U.S. and Russian intelligence operatives]. I am not sure
they would share their source information with us” [53].

In September 2014, Russia Direct released a new memo explaining why U.S.-
Russia joint counterterrorism collaboration has failed to materialize in the post-
Cold War era. Reporter Igor Rozin wrote, “After 9/11 and the Beslan terrorist
attacks in 2004, the United States and Russia have shown signs that cooperation in
a global fight against terrorism is possible. Yet, the past two years have witnessed
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a number of notable setbacks, culminating with the current crisis in Ukraine....
Cooperation is now more important than ever, as the Islamic State of Iraq and the
Greater Syria (ISIS) continues to threaten both the West and Russia with further
terrorist attacks.... Clearly, after the end of the Cold War, international terrorism
has become the ‘very quintessence of other global threats™ [54].

Earlier on September 22, 2011, U.S. Secretary of State Hillary Clinton and
Turkish Foreign Minister Ahmet Davutoglu launched the Global Counterterrorism
Forum (GCTF) in New York [55]:

The GCTF’s overarching and long-term goal is to reduce the vulnerability of people eve-
rywhere to terrorism by effectively preventing, combating, and prosecuting terrorist acts
and countering incitement and recruitment to terrorism.

It provides a venue for national counterterrorism (CT) officials and practitioners to meet with
their counterparts from key countries in different regions to share CT experiences, expertise,
strategies, capacity needs, and capacity-building programs. It prioritizes civilian capacity
building in areas such as rule of law, border management, and countering violent extremism.
A core part of the Forum’s mission is to support the implementation of the UN Global
Counter-Terrorism Strategy around the globe and it places particular emphasis on work-
ing closely with the United Nations and other relevant multilateral bodies. The GCTF
maintains an inclusive, even-handed, and transparent approach to its work while continu-

ing to be an informal, action-oriented, and flexible platform committed to ensuring that it
attracts the most capable and experienced CT policymakers and experts to the table.

The main focus areas of the Global Counterterrorism Forum are:

1. Addressing the “foreign terrorist fighters” problem.

2. Promoting criminal justice responses to terrorism grounded in human rights
and the rule of law.

3. Supporting victims of terrorism.

4. Taking action against kidnapping for ransom and other sources of terrorism
funding.

5. Supporting multi-sectoral approaches to countering violent extremism,
including community engagement and community-oriented policing.

6. Rehabilitating and reintegrating violent extremist offenders.

7. Supporting efforts to address instability in the Sahel and other key regions.

8. Inspiring and supporting new international centers and initiatives to address
critical challenges.

9. Developing a worldwide network of civilian CT practitioners.

10. Catalyzing implementation of the United Nations framework for countering

terrorism.

2.11 Hard Lessons from Pearl Harbor and 9/11

In an unclassified document released on September 2007, Tom Johnson, head of the
Division of History and Publications at the NSA, analyzed the surprise Japanese
attack on Pearl Harbor in 1941. Johnson wrote in Cryptologic Quarterly [56]:
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Interservice and intraservice rivalry always loses. If the coordination between Army and
Navy was bad in Washington and in Hawaii, it was even worse within the Navy itself.
Admiral Turner unquestionably harmed the defense effort through overzealous aggran-
dizement and turf quarrels. It was inexcusable then — it is inexcusable today. And it can
be seen everywhere one goes in the Federal Government.

There is a delicate balance between the requirements of secrecy and the needs of the cus-
tomer. At Pearl Harbor this balance was not properly struck. Information was kept from
field commanders on whose shoulders the administration had placed a great deal of
responsibility. Information did not flow because we feared losing the source. It remained
bottled up in Washington, serving as small talk for intelligence professionals, State
Department officials, and a limited number of operational staff planners. It is not easy to
achieve a balance, but it must be done, constantly, in thousands of daily decisions over
disclosure and dissemination. We face the same decisions today, in far greater quantity,
though with no greater consequence. We weren’t smart about it then. Are we now?

After the surprise 9/11 attacks in similar magnitude to the attack on Pearl Harbor,
the U.S. intelligence community has been moving in the right direction from
“need-to-know” to “need-to-share” and ‘“need-to-provide,” but there is still plenty
of room for improvement.

On September 11, 2012, terrorists attacked the U.S. Consulate in Benghazi,
Libya during the massive protests across the Muslim world over an anti-Islam
film [57]. U.S. ambassador J. Christopher Stevens and three other Americans were
killed.

Fran Townsend, CNN national security analyst and former homeland secu-
rity advisor to President George W. Bush, reported on the progress of the FBI
investigation 15 days after the attack. Townsend said on CNN’s “Anderson
Cooper 360°,” “They’ve gotten as far as Tripoli now, but they’ve never gotten to
Benghazi,” said Townsend. “They had difficulty, and we understand there was
some bureaucratic infighting between the FBI and Justice Department on the one
hand, and the State Department on the other, and so it took them longer than they
would have liked to get into the country. They’ve now gotten there. But they still
are unable to get permission to go to Benghazi” [58]. The FBI finally arrived at
the crime scene on October 3, three weeks after the deadly attack on the U.S.
Consulate [59].

On October 10, former regional security officer Eric Nordstrom testified before a
congressional hearing that his superiors denied his request for additional security for
the U.S. Consulate in Benghazi months before the terrorist attack. Nordstorm told
the House Oversight Committee, “You know what makes it most frustrating about
this assignment? It’s not the hardships. It’s not the gunfire. It’s not the threats. It’s
dealing and fighting against the people, programs, and personnel who are supposed
to be supporting me.... For me, the Taliban is on the inside of the building” [60].

“Taliban on the inside of the State Department” is a dire metaphor.
Bureaucratic red tape continues to hamper the effectiveness and efficiency of the
U.S. intelligence community. The U.S. government needs to learn from success-
ful private businesses that run an effective and efficient operation in serving their
customers and outwitting their competitors. Like running any successful business,
the government cannot afford to make serious mistakes. Bruce Riedel, former CIA



2.11 Hard Lessons from Pearl Harbor and 9/11 39

officer and chair of Strategic Policy Review of Afghanistan and Pakistan, voiced
his opinion in The Daily Beast, “In fighting terror, our team has to stay lucky 100
percent of the time. Al-Qaeda needs to be lucky only once” [61].
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Chapter 3
Understanding Terrorism

You can kill a man but you can’t kill an idea.
— Civil rights activist and U.S. Army sergeant Medgar Evers

Morality intervenes not when we pretend we have no enemies
but when we try to understand them, to put ourselves in their
situation. ... Trying to understand other people means destroying
the stereotype without denying or ignoring the otherness.

— Italian philosopher Umberto Eco

The single story creates stereotypes, and the problem with

stereotypes is not that they are untrue, but that they are

incomplete. They make one story become the only story.

— Nigerian novelist Chimamanda Ngozi Adichie at TEDGlobal
2009 (July 23, 2009)

1 study the future of crime and terrorism. And quite frankly I'm
afraid. ... We consistently underestimate what criminals and
terrorists can do.
— Global security advisor and futurist Marc Goodman at
TEDGlobal 2012 (June 28, 2012)

In the past, women used to tell their children, “Go to bed or I will
call your father. Now they say, “Go to bed or I will call the plane.”
That is a golden ticket you give al Qaeda to use against you.
— Former U.S. exchange student Farea Al-Muslimi
(May 16, 2013)

I also expressed my concerns that drone attacks are fueling
terrorism. ... If we refocus efforts on education it will make
a big impact.

— Nobel Peace Laureate Malala Yousafzai (October 11, 2013)
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[The Americans] is a show that asks us to give a human face
to people we might consider our enemies, to understand the
underlying humanity, complexity, and conflicts of people on
both sides of any particular divide.
— Richard Thomas who plays FBI agent Frank Gaad in
The Americans (TV Series, 2014)

3.1 “Give a Human Face to People We Consider
Our Enemies” — The Americans

Academy Award-winning actress Angelina Jolie was in Japan on 9/11, and she
recalled, “It was this other strange thing for me, because it was obviously a country
where if you would have turned the clock back, it was an enemy. And now, on that date,
for me as an American, they were my allies, my friends, taking care of me, giving me
sympathy for my country. I became immediately conscious of how things shift, how the
picture of the enemy shifts. I don’t have any answers, but to be aware of all these things
as it’s coming down — it’s not as simple as, “Well, this is the bad guy’ [1].

Italian philosopher Umberto Eco once said, “I would argue that morality inter-
venes not when we pretend we have no enemies but when we try to understand
them, to put ourselves in their situation. ... Trying to understand other people
means destroying the stereotype without denying or ignoring the otherness” [2].

Created and produced by former CIA officer Joe Weisberg, The Americans is a
TV show that “asks us to give a human face to people we might consider our ene-
mies, to understand the underlying humanity, complexity, and conflicts of people
on both sides of any particular divide,” said Richard Thomas who plays FBI Agent
Frank Gaad in the show.

Drugs and terrorism are both mind-altering and deadly. Long before President
George W. Bush declared the global war on terror in 2001, President Richard
Nixon declared drug abuse “public enemy number one” in 1971. Today, the
United States spends about $51 billion annually on the war on drugs with no end
in sight [3]. The black market for illicit drugs follows the same fundamental con-
cepts of economics: supply and demand. One may recall the fiasco of the 1920-
1933 Prohibition in the United States that gave organized crime a major boost.
Similarly, there will always be drug trafficking for as long as there are affluent
customers paying high prices for illegal substances. “The billionaires I know,
almost without exception, use hallucinogens on a regular basis,” said Silicon
Valley investor Tim Ferriss. “[They’re] trying to be very disruptive and look at the
problems in the world ... and ask completely new questions” [4].

Give a human face to drug users and understand why they need narcotics is the
only chance that we have to win the war on drugs [5].

After the 9/11 attacks in 2001, President Bush described the long, drawn-out
war on terror: “We’re a nation that is adjusting to a new type of war. This isn’t a
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conventional war that we’re waging. Ours is a campaign that will have to reflect
the new enemy. ... These are people who strike and hide, people who know no
borders ... The new war is not only against the evildoers themselves; the new war
is against those who harbor them and finance them and feed them. We will need
patience and determination in order to succeed” [6]. After 13 years and over $1.5
trillion spent in Iraq [7] and Afghanistan [8], the war on terror has managed to
weaken but not wipe out the al Qaeda terrorist organization [9].

In 2014, ISIS (Islamic State of Iraq and Syria) or ISIL (Islamic State of Iraq and the
Levant) became America’s number 1 enemy who is more brutal than al Qaeda. ISIS
has beheaded innocent civilians and challenged President Barack Obama to “bring
it on” in the “Flames of War” video that looks like a Hollywood trailer. In February
2015, President Obama asked U.S. Congress to authorize the use of American mili-
tary forces in the war against ISIS [10]. Analyst Laith Alkhouri remarked that ISIS
“appears to be more relentless than ever, not only expanding in territory but also rais-
ing the bar in its confrontation with the world’s top superpower” [11].

Give a human face to terrorists and understand why they resort to violence is
the only chance that we have to win the war on terror.

During the Porte de Vincennes hostage crisis on January 9, 2015 following the
Charlie Hebdo shooting in Paris two days earlier, a father named Teddy tried to
pick up his young son from a nearby elementary school and he said, “It’s like a
war. I don’t know how I will explain this to my 5-year-old son” [12]. On the same
day, a senior U.S. intelligence official told CNN: “This is in perpetuity what we’re
dealing with. It’s like the war on drugs. This isn’t going to stop” [13]. Hacktivist
group Anonymous posted a YouTube video stating that “We, Anonymous around
the world, have decided to declare war on you the terrorists... we are going to shut
down your accounts on all social networks” [14].

While there are a number of ways to combat terrorism, attempting to cure the
symptoms without tackling the root causes is like waging a losing war on drugs.
In the aftermath of Charlie Hebdo massacre, Middle East correspondent Patrick
Cockburn told The Guardian, “An explanation of the roots of some ghastly atroc-
ity such as Charlie Hebdo [is seen] to dilute the degree of evil involved and justify
the actions of the perpetrators. This response is understandable but it is not very
useful. Asking who is to directly to blame for Charlie Hebdo and explaining why
it happened are two different things” [15].

Stephen Yates, former deputy assistant to the vice president for national secu-
rity affairs in the George W. Bush administration, had asked the following three
pointed questions [16]:

1. Who is the enemy, what does it seek, and by what means?

2. Are we at war or is the current threat simply another manifestation of violent crime?

3. Are today’s terrorists predominantly disaffected individuals in search of the
means to act out, or is there an organized movement seeking out disaffected
individuals to use for its own violent purposes?
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3.2 Bravery and Cowardice

One of my all-time favorite television shows was Bill Maher’s Politically Incorrect
on ABC between 1997 and 2002. On September 11, 2001, former assistant U.S.
attorney Barbara Olson was traveling to a Politically Incorrect taping in Los
Angeles. She was a passenger on American Airlines Flight 77 that crashed into the
Pentagon. Maher left a panel chair empty for a week in honor of her memory.

On the September 17 show, Maher’s guest Dinesh D’Souza quarreled with
President George W. Bush’s characterization of the terrorists as cowards. D’Souza
argued, “Look at what they [the 9/11 terrorists] did. You have a whole bunch of
guys who were willing to give their life; none of them backed out. All of them
slammed themselves into pieces of concrete. These are warriors.” Maher con-
curred, “We have been the cowards, lobbing cruise missiles from 2,000 miles
away. That’s cowardly. Staying in the airplane when it hits the building, say what
you want about it, it’s not cowardly” [17].

It was shocking, as Maher and his guests often upset the status quo by offering
their opposing viewpoints on controversial topics, and sparking heated debates on
the show. Mabher later apologized and clarified that his “cowardly” comments were
directed not at American soldiers, but at “the government, the elected officials,
[and] the people who want to put up a giant missile shield, when plainly that’s not
where the threat is from” [18].

American musician and activist Henry Rollins once said, “A coward hides behind
freedom. A brave person stands in front of freedom and defends it for others.”
Murdering innocent people who are defenseless is a cowardly act. Standing up to
difficult life circumstances and oppressive regimes is bravery. Nevertheless, Maher
challenged his millions of viewers, including myself, to dig deeper into the problem
of terrorism, rather than fixating on a simplistic good guy versus bad guy paradigm.

In the 1988 novel The Silence of the Lambs by Thomas Harris, cannibalistic
serial killer Hannibal Lecter told FBI agent-in-training Clarice Starling, “Nothing
happened to me. I happened.” Like the cold-blooded murderer Lecter, terrorists do
not commit evil deeds simply because of some mental disorders or self-centered
vendetta. A memorable dialogue between Lecter and Starling follows:

Lecter: “First principles, Clarice. Simplicity. Read Marcus Aurelius. Of each particular
thing ask: what is it in itself? What is its nature? What does he do, this man you seek?”

Starling: “He kills women...”

Lecter: “No. That is incidental. What is the first and principal thing he does? What needs
does he serve by killing?”

To combat terrorism, we need to understand terrorism. German journalist and
author Juergen Todenhoefer traveled deep into ISIS territory and interviewed fight-
ers, terrorists, prisoners, and civilians in Iraq and Syria. In June 2014, some 300
ISIS fighters defeated more than 20,000 Iraqi soldiers in just four days to take con-
trol of Mosul, Iraq’s second largest city. A young fighter told Todenhoefer how
ISIS won the battle: “Well, we didn’t attack them all at once, we hit their front
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lines hard, also using suicide attacks. Then the others fled very quickly. We fight
for Allah, they fight for money and other things that they do not really believe in”
[19]. French soldier and military theorist Ferdinand Foch in World War I said,
“The most powerful weapon on earth is the human soul on fire.”

3.3 Drones Kill Terrorists, not Terrorism

Unmanned Aerial Vehicles (UAVs), Unmanned Aerial Systems (UAS), or simply
drones have become the counterterrorism weapon of choice. In 2001, the U.S.
Department of Defense had fewer than 50 military drones. In 2012, the number
of armed and reconnaissance drones swelled to around 7,500 [20]. The Defense
Advanced Research Projects Agency (DARPA) has developed a miniature hum-
mingbird-size drone and the Air Force Research Laboratory has plans for a
pigeon-sized UAV that can recharge while perching on power lines [21].

The drone program began in the Bush administration to target al-Qaeda leaders
in the tribal regions of Pakistan, and it has expanded extensively under President
Barack Obama [22]. The Economist reported in October 2011 that “under Barack
Obama, the frequency of drone strikes on terrorists in Pakistan’s tribal areas has
risen tenfold, from one every 40 days during George Bush’s presidency to one
every four” [23].

In January 2012 during a YouTube-Google forum, President Obama defended
the use of drones: “I think we have to be judicious in how we use drones. But under-
stand that probably our ability to respect the sovereignty of other countries and to
limit our incursions into somebody else’s territory is enhanced by the fact that we
are able to (execute a) pinpoint strike on al-Qaeda operatives in a place where the
capacities of that military in that country may not be able to get them” [24].

John Brennan, President Obama’s assistant for homeland security and counterter-
rorism, further explained that “in full accordance with the law — and in order to pre-
vent terrorist attacks on the United States and to save American lives — the United
States government conducts targeted strikes against specific al-Qaeda terrorists,
sometimes using remotely piloted aircraft, often referred to publicly as drones” [25].

“The drone strikes are not just important in terms of eliminating the leadership
of al-Qaeda,” said Peter Bergen, director of the national security studies program
at the New American Foundation. “They are also important in terms of preventing
people from training in the tribal region and making that very difficult because you
are always looking over your shoulder for a drone attack™ [26].

When American-born al-Qaeda terrorist Anwar al-Awlaki was killed by a drone
strike in Yemen in September 2011, a senior U.S. military official said, “It’s criti-
cally important to send an important message to the surviving leaders and foot sol-
diers in the Qaeda affiliate. It sets a sense of doom for the rest of them. Getting
Awlaki, given his tight operational security, increases the sense of fear. It’s hard
for them to attack when they’re trying to protect their own back side” [27].
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However, what is the unintended message that the U.S. is sending to the inno-
cent people residing in their home countries? Many Pakistanis consider U.S. drone
strikes a violation of sovereignty and a cause of unacceptable civilian casualties.

In his May 2013 speech at the National Defense University in Washington D.C.,
President Obama asserted, “Before any strike is taken, there must be near-certainty
that no civilians will be killed or injured — the highest standard we can set” [28].
In reality, however, collateral damage is very difficult to avoid. In December 2013,
six months after Obama’s reassuring speech, U.S. intelligence mistook a wedding
convoy in Yemen for al-Qaeda militants. The CIA drones targeted two of the 11
vehicles, killing 14 and injuring 22 others in the wedding party [29].

According to data compiled by the New America Foundation, 394 CIA [Central
Intelligence Agency] drone strikes in Pakistan between mid-2004 and early 2015 have
killed an estimated 2,217 to 3,598 people, including 1,760 to 2,957 confirmed mili-
tants and 258 to 307 innocent civilians [30]. The Amnesty International reported that
a strike in October 2012 killed a 68-year-old woman, Mamana Bibi, as she picked
vegetables with her grandchildren, a number of whom were injured in the attack [28].
Many civilian reactions to the drone strikes have echoed the following sentiments [31]:

1. 28-year-old Pakistani Mohammad Rehman Khan lost his father, three brothers,
and a nephew in South Waziristan on the Afghan border. After Obama’s reelec-
tion in 2012, Khan said, “The same person who attacked my home has gotten
reelected. ... When the Sandy hurricane came, I thought that Allah would wipe
away America. America just wants to take over the world.”

2. Haji Abdul Jabar who lost his 23-year-old son said, “Whenever he has a
chance, Obama will bite Muslims like a snake. Look at how many people he
has killed with drone attacks.”

3. Warshameen Jaan Haji who lost his wife said, “Any American, whether Obama
or Mitt Romney, is cruel. I lost my wife in the drone attack and my children are
injured. Whatever happens, it will be bad for Muslims.”

Widespread resentment, anger, and hatred toward Americans will not help the U.S.
win the war on terror. On the contrary, as Reuters reported in November 2012,
“anger over the unmanned aircraft may have helped the Taliban gain recruits,
complicating efforts to stabilize the unruly border region between Pakistan and
Afghanistan. That could also hinder Obama’s plan to withdraw U.S. troops from
Afghanis” [31].

Indeed, NATO’s International Security Assistance Force (ISAF) in Afghanistan
released dismal data in September 2012 showing that the conditions in
Afghanistan are mostly worse than before the U.S. troop surge began two years
prior in 2010 [32]. President Barack Obama had high hopes when he outlined his
plan for an Afghanistan troop surge in 2009 [33], but the surge ended in 2012 with
little fanfare [34].

In April 2013, CNN’s Nic Robertson reported that the Taliban had been suc-
cessfully recruiting young boys aged 8 to 18 by weaning them on tales of the U.S.
drone strikes that killed women and children. British lawyer Ben Emmerson, the
U.N. Special Rapporteur on drones, told Robertson after visiting Pakistan, “The
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consequence of drone strikes has been to radicalize an entirely new generation.
... Through the use of drones you may win the immediate battle you are waging
against this particular faction or that particular faction ... but you are losing the
war in the longer term. ... If it is lawful for the U.S. to drone al Qaeda associates
wherever they find them, then it is also lawful for al Qaeda to target U.S. military
or infrastructure wherever [militants] find them” [35].

Retired U.S. Air Force General Michael Hayden who was NSA director (1999-
2005) and CIA director (2006-2009) questioned if the CIA should be targeting
terrorists overseas. Hayden wrote an opinion piece for CNN in April 2013 on the
heels of Robertson’s article: “...I had breakfast with Dave Petracus. As we were
leaving the table, I suggested that the CIA had never looked more like its war-
time predecessor, OSS, than it did right then. That had made America safer, but I
reminded the general that the CIA was not the OSS” [36].

Temporary safety is not the same as long-term security. A false sense of secu-
rity is like the calm before the storm.

To raise public awareness of drone attacks, British artist James Bridle launched
Dronestagram on Instagram in October 2012 to show Google Earth images of the
locations of drone strikes [37]. Bridle told CNN, “We have gotten better at imme-
diacy and intimacy online. Perhaps we can be better at empathy too” [38].

Farea Al-Muslimi, a former U.S. exchange student who grew up in a remote
village in Western Yemen, talked to CNN’s Jessica Gutteridge in May 2013 about
a U.S. drone strike in his hometown. “In the past, women used to tell their chil-
dren, ‘go to bed or I will call your father,” said Al-Muslimi. “Now they say, ‘go
to bed or I will call the plane.” That is a golden ticket you give al Qaeda to use
against you” [39]. Yemeni Nobel Peace Laureate Tawakkol Karman weighed
in, “The killing conducted by unmanned planes in Yemen is outside the law and
worse than the terrorist activities of individuals and groups” [40].

Pakistani activist Malala Yousafzai and President Barack Obama are both
Nobel Peace Laureate, but they share different views on counterterrorism strate-
gies. Yousafzai wrote after her meeting with Obama and first lady Michelle at
the White House on October 11, 2013: “T also expressed my concerns that drone
attacks are fueling terrorism. Innocent victims are killed in these acts, and they
lead to resentment among the Pakistani people. If we refocus efforts on education
it will make a big impact” [41].

Pakistani attorney Yasser Latif Hamdani concurred, “First of all, hanging ter-
rorists and defeating the Taliban militarily is tantamount to alleviating the symp-
tom while not addressing the underlying cause, i.e. the mindset that tolerates, if
not outrightly celebrates, Talibanisation of the country. To this end the government
needs to take several intermediary steps, foremost of which will be curriculum
reform. ... Curriculum reform should ensure that young Pakistanis look at them-
selves as human beings and Pakistanis before they see themselves through the
prism of their religious or linguistic identity. Without the inculcation of these basic
principles, any victory on the battlefield will be a short lived one. ... Real de-rad-
icalisation begins with educating the people in universal human values instead of
limited religious ones” [42].
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Although Iraq’s prime minister Haider al-Abadi welcomed the airstrikes against
ISIS targets in Syria, he cautioned the U.S. and its Arab allies in September 2014:
“I hope they do it right, and they don’t do it their own way. I hope we’re not going
to see a crush of ISIS and the rise of another terrorist element instead of them” [43].

American civil rights activist and U.S. Army Sergeant Medgar Evers once said
that “you can kill a man, but you can’t kill an idea” [44]. Malala Yousafzai told
CNN’s Christiane Amanpour that “they can kill me... but it does not mean that
they can kill my cause” [45]. Their statements can apply to good as well as evil.
Drones are powerful assassination weapons that offer short-term fixes. Drones kill
terrorists, but not the idea of terrorism in the long term.

3.4 War on Terror (Overseas Contingency Operation)

The Obama administration in 2009 renamed the war on terror campaign to
“Overseas Contingency Operation.” The phrase Global War on Terror “was enor-
mously unfortunate because I think it pulled together disparate organizations and
insurgencies,” said John A. Nagl, former Army officer and now president of the
Center for a New American Security. “Our strategy should be to divide and con-
quer rather than make of enemies more than they are. We are facing a number of
different insurgencies around the globe — some have local causes, some of them
are transnational. Viewing them all through one lens distorts the picture and mag-
nifies the enemy” [46].

In order to win the war on terror or to be successful in the Overseas Contingency
Operation, we need to understand terrorism so that we can find ways to end it. The
9/11 Commission Report stated, “The problem is that al-Qaeda represents an ideo-
logical movement, not a finite group of people. It initiates and inspires, even if it
no longer directs. In this way it has transformed itself into a decentralized force.
... Killing or capturing him [Osama bin Laden], while extremely important, would
not end terror. His message of inspiration to a new generation of terrorists would
continue” [47]. Wayne Murphy, deputy director for analysis and production at the
National Security Agency (NSA) concurred, “In the end, I don’t know if the bene-
fits of getting bin Laden would balance out. And I don’t know if it buys us anything.
Think about what we just went through with Saddam Hussein” [48].

In fact, after the bombings of the American embassies in East Africa in 2006,
al-Qaeda conspirator Abu Jandal told an FBI agent, “Can you imagine how many
joined bin Laden after the embassy bombings? Hundreds came and asked to be
martyrs” [49].

Nevertheless, General Stanley McChrystal and Michael Scheuer repre-
sented the majority opinion that bin Laden was a top priority in the war on
terror. General McChrystal, commander of U.S. Forces Afghanistan (USFOR-A),
testified in Congress, “I don’t think that we can finally defeat al-Qaeda until
he’s captured or killed. I believe he is an iconic figure at this point, whose sur-
vival emboldens al-Qaeda as a franchising organization across the world” [50].
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Michael Scheuer, a 22-year veteran with the CIA, created and served as the chief
of the agency’s Osama bin Laden unit at the U.S. Counterterrorist Center. Scheuer
openly blamed President Bill Clinton’s refusal to authorize the CIA to kidnap or
assassinate bin Laden [51].

On May 2, 2011, Osama bin Laden was finally found and killed by U.S. Navy
SEALs in Abbottabad, Pakistan [52]. By the time of his death, bin Laden was
no longer an effective leader but simply a figurehead of the al-Qaeda terrorist
organization. He hid in an unguarded compound with no intrusion alarm and no
escape route; he was basically a sitting duck waiting to die a martyr or a coward
depending on one’s point of view.

“Jihad against America will not stop with the death of Osama,” proclaimed
Fazal Mohammad Baraich, a Muslim cleric. “Osama bin Laden is a shaheed (mar-
tyr). The blood of Osama will give birth to thousands of other Osamas” [53].

American-born al-Qaeda terrorist Anwar al-Awlaki was one of “the other
Osamas.” Dubbed the “bin Laden of the Internet,” al-Awlaki had a blog, a
Facebook page, and YouTube videos [54]. He had evaded capture for years until
September 2011 when he was killed by a CIA drone strike in Yemen. Once again,
he was considered a martyr by the Islamic extremists.

“The death of Sheik Anwar al-Awlaki will merely motivate the Muslim
youth to struggle harder against the enemies of Islam and Muslims,” said Anjem
Choudhry, an Islamic scholar in London. “T would say his death has made him
more popular” [27].

In spite of bin Laden and al-Awlaki’s death, the war on terror continues without
an end in sight. Ibrahim Al-Asiri has now replaced bin Laden and al-Awlaki as the
world’s most dangerous terrorist who is the mastermind behind printer cartridge
bombs, underwear bombs, the attempted assassination of a top Saudi counterter-
rorism official, and the failed attack on a Detroit-bound plane [55].

Tom Engelhardt of tomdispatch.com wrote, “Unless we set aside the special
ops assaults and the drone wars and take a chance, unless we’re willing to follow
the example of all those nonviolent demonstrators across the Greater Middle East
and begin a genuine and speedy withdrawal from the Af/Pak theater of operations,
Osama bin Laden will never die” [56].

3.5 A Stubborn Terror

In the TV series Homeland, Abu Nazir told U.S. Marine Sergeant Nicholas Brody,
“Why kill a man when you can kill an idea?” [57]. It was a real irony because
Nazir played a wanted terrorist leader who converted Brody into an undercover
operative for al-Qaeda. Brody was turned after a U.S. drone strike killed Nazir’s
young child whom Brody grew to love like a son.

“The American public is underestimating the Islamic fundamentalist groups,
and terrorism and extremism,’ said Amrullah Saleh, head of the National
Directorate of Security, Afghanistan’s domestic intelligence agency [58].
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Bruce Riedel, former CIA officer and current senior fellow at the Brookings
Institution, chaired the strategic review of policy toward Afghanistan and
Pakistan in 2009 at President Barack Obama’s request. On September 10, 2012,
a day before the terrorist attack at the U.S. Consulate in Benghazi, Libya, Bruce
Riedel published a chilling report titled “A Stubborn Terror” in Newsweek/The
Daily Beast [59]:

Eleven years after 9/11, al-Qaeda is fighting back. Despite a focused and concerted

American-led global effort—despite the blows inflicted on it by drones, SEALS, and

spies—the terror group is thriving in the Arab world, thanks to the revolutions that swept

across it in the last 18 months. And the group remains intent on striking inside America
and Europe. The al-Qaeda core in Pakistan has suffered the most from the vigorous blows
orchestrated by the Obama administration. The loss of Osama bin Laden eliminated its
most charismatic leader, and the drones have killed many of his most able lieutenants. But
even with all these blows, bin Laden’s successor, Ayman al-Zawahiri, is still orchestrating
a global terror network and communicating with its followers.

Specifically, Riedel pointed out that:

1. The Taliban and Lashkar-e-Taiba, al-Qaeda’s allies in Pakistan, have a global
network with terrorist cells in the U.S., England, and the Persian Gulf.

. Al-Qaeda is multiplying in the Arabian Peninsula, especially Yemen.

. Al-Qaeda carries out waves of bombings every month in Iraq.

Al-Qaeda and other Islamist extremists has taken over half of Mali in North Africa.

A new al-Qaeda franchise has emerged in Egypt’s Sinai Peninsula.

Al-Qaeda operation is fast growing in Syria.

Al-Qaeda dispatched Chechen terrorists to Spain in 2012 to attack Gibraltar.

. Al-Qaeda has planned to attack New York, Chicago, and Detroit since 2009.

N oL AW

U.S. Secretary of State Hillary Clinton testified at the Benghazi hearings before
Congress in January 2013: “The Arab Spring has ushered in a time when al-Qaeda
is on the rise. The world in many ways is even more dangerous because we lack
a central command [in al-Qaeda] and have instead these nodes that are scattered
throughout North Africa and other places” [60]. For example, Islamist militants,
including al-Qaeda in the Islamic Maghreb (AQIM), attacked a convoy of oil
workers in Algeria and held captive dozens of hostages from the United States,
United Kingdom, France, Japan, Norway, and other countries [61].

Newt Gingrich, former Speaker of the U.S. House of Representatives, admitted in
September 2014 on CNN that “13 years after the September 11 attacks, the United
States does not have an effective strategy for dealing with radical Islamists and their
deep commitment to waging war against us and against our civilization” [62].

Besides international terrorism, the U.S. is also facing domestic terrorism by
militant right-wing, left-wing, anarchist, and special interest groups. According to
Southern Poverty Law Center (SPLC), the number of conspiracy-minded antigov-
ernment “Patriot” groups reached an all-time high of 1,360 in 2012, up 7% from
2011 [63].

Years before the 9/11 attacks, former U.S. Army platoon leader Timothy
McVeigh killed 168 people including 19 children in the Oklahoma City bombing
in April 1995 [64]. It was the worst act of homegrown domestic terrorism in U.S.
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history. During the 1996 Summer Olympics, U.S. Army veteran Eric Rudolph
planted a pipe bomb at the Centennial Olympic Park in Atlanta, Georgia, killing
2 and injuring 112 people [65]. In 1996 alone, the Federal Bureau of Investigation
(FBI) thwarted five planned acts of domestic terrorism directed against local law
enforcement officials in Montana, an FBI facility in West Virginia, communica-
tions and transportation infrastructure, and banking facilities in Washington State.

A week after the Boston Marathon bombings in April 2013, CNN’s LZ
Granderson opined that violent gangsters should be treated as domestic terrorists:
“Last week, millions watched as an entire city was shut down to look for one guy.
Every major news station was covering the pursuit of one guy. We all know the
face and relatives of this one guy. And it’s all because he is an alleged terrorist.
But more Americans were murdered in the south and west sides of Chicago than
there were U.S. servicemen killed in Afghanistan last year, and yet for some rea-
son we don’t view those neighborhoods as terrorized” [66].

The FBI said, “As long as violence is viewed by some as a viable means to
attain political and social goals, extremists will engage in terrorism” [65]. Marc
Goodman, global security advisor and futurist, painted a bleak future as he told the
audience at TEDGlobal 2012 in Edinburgh: “I study the future of crime and terror-
ism. And quite frankly I’'m afraid. ... We consistently underestimate what crimi-
nals and terrorists can do” [67].

In December 2012, Dr. Mathew Burrows of the National Intelligence Council
(NIC) published a 166-page report, “Global Trends 2030: Alternative Worlds,” in
which he expressed a mixed outlook on the future of terrorism [68]:

[Positive:] Several circumstances are ending the current Islamist phase of terrorism, which
suggest that as with other terrorist waves—the Anarchists in the 1880s and 90s, the post-
war anti-colonial terrorist movements, the New Left in 1970s—the recent religious wave
is receding and could end by 2030.

[Negative:] Taking a global perspective, future terrorists could come from many different
religions, including Christianity and Hinduism. Right-wing and left-wing ideological
groups—some of the oldest users of terrorist tactics— also will pose threats. ... The
worst-case outcome on nuclear proliferation ... terrorists or extremist elements acquiring
WMD (Weapon of Mass Destruction) material.

[Conclusion:] Terrorism is unlikely to die completely, however, because it has no single
cause. The traditional use of the term “root cause” for understanding what drives terrorism
is misleading. Rather, some experts point to the analogy of a forest fire: a mixture of
conditions—such as dry heat, a spark, and wind—that lead to terrorism.

3.6 Economic and Psychological Warfare

In the December 2012 NIC report “Global Trends 2030: Alternative Worlds,”
Burrows wrote that “terrorists ... would focus less on causing mass casualties and
more on creating widespread economic and financial disruptions” [68]. Al-Qaeda,
has in fact, been employing the economic warfare tactic for over a decade while
keeping their own expenses under control by recording every single transaction as
small as $0.60 for a piece of cake that one of their fighters ate [69].
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In a 2004 videotape sent to Alijazeera, Osama bin Laden spoke of “having
experience in using guerrilla warfare and the War of Attrition to fight tyrannical
superpowers” as al-Qaeda “bled Russia for 10 years, until it went bankrupt and
was forced to withdraw in defeat” and so al-Qaeda is “continuing this policy in
bleeding America to the point of bankruptcy” [70].

In October 2005, Abu Mus’ab al-Najadi, a Saudi supporter and member of al-
Qaeda authored a seven-page document titled “Al-Qaeda’s Battle is Economic not
Military” in which he clarified bin Laden’s strategy [71]:

Usually, wars are based on military strength and victory belongs to those who are militarily
superior on the battlefield ... But our war with America is fundamentally different, for the
first priority is defeating it economically. For that, anything that negatively affects its econ-
omy is considered for us a step in the right direction on the path to victory. Military defeats
do not greatly effect how we measure total victory, but these defeats indirectly affect the
economy which can be demonstrated by the breaching of the confidence of capitalists and
investors in this nation’s ability to safeguard their various trade and dealings.

This reveals the importance of the blessed September 11th attacks, which is not that it
killed a large number of infidels, but what is more important, the economic effect that this
strike achieved. ... I will not be exaggerating if I say that striking the Pentagon was purely
symbolic and had no noticeable effect on the course of the battle.

The U.S. seems to have fallen into al-Qaeda’s trap, as Chris Hedges, former
foreign correspondent for The New York Times, wrote in February 2011 [72]:

We are wasting $700 million a day to pay for the wars in Iraq and Afghanistan, while our
teachers, firefighters and police lose their jobs, while we slash basic assistance programs
for the poor, children and the elderly, while we turn our backs on the some 3 million peo-
ple being pushed from their homes by foreclosures and bank repossessions and while
we do nothing to help the one in six American workers who cannot find work. ... [These
wars] have turned our nation into an isolated pariah, fueling the very terrorism we seek to
defeat. And they cannot be won. The sooner we leave Iraq and Afghanistan the sooner we
will save others and finally save ourselves.

The war in Iraq officially ended on December 18, 2011 after a costly, nearly
nine-year military engagement. Almost 4,500 U.S. troops had been killed in
Iraq since 2003 [73]. The war in Afghanistan began on October 7, 2001 and it
has become the longest war in American history, surpassing Iraq (8 years and 7
months) and Vietnam (8 years and 5 months) [74].

Retired Lt. Gen. Robert Gard and Brig. Gen. John Johns wrote a CNN article
in December 2012, “In the last decade, America fought two expensive wars and
Congress has yet to pay for them; that policy has contributed to our precarious
economic position. ... Cutting Pentagon spending recognizes that national security
is more than military power. The United States is stronger with a strong economy,
sustainable jobs, investment in education, renewal of our infrastructure and a sen-
sible energy strategy. Continuing to waste money when our nation should have
other priorities is bad policy and bad for security” [75].

In December 2012, U.S. Treasury Secretary Timothy Geithner said that the
federal government had already reached the debt ceiling of nearly $16.4 trillion
[76]. In October 2014, Todd Harrison of the Center for Strategic and Budgetary
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Assessments estimated that the annual bill for U.S. military operations would
range from $4 billion to $22 billion [77].

The war on terrorism is largely funded by U.S. taxpayers, but who is fund-
ing the terrorists? Professor Michael Soussan of New York University and
Elizabeth Weingarten of New America explained, “The money that funded
the rise of ISIS and other terrorist organizations came from countries that we
now claim are allies, but which embrace religious ideologies that are similar in
theory, if not always as openly brutal in practice (or at least on YouTube vid-
eos) as ISIS. Wahhabi and Salafi ideologies on the Sunni side, and the Iranian
Ayatollahs’ own brand of systematic suppression of female liberties, all pre-
vail in the states that gave birth to extremist groups. By aiding states that were
actively supporting groups that merged with ISIS, the United States seems to
have favored the short-term alignment of interests over the long-term alignment
of principles” [78].

To make matters worse, two main rebel groups — Harakat Hazm and the
Syrian Revolutionary Front (SRF) — that received heavy weapons and mili-
tary training from the United States to fight ISIS had surrendered to al Qaeda
in November 2014 [79]. Syria’s moderate rebels were no match for the well-
funded jihadists. According to Todd Harrison, a senior fellow at the Center
for Strategic and Budgetary Assessments, the United States ended up sending
$30,000-bombs to destroy 41 Humvees captured by ISIS forces. With the cost
of about $250,000 per armored vehicle, the total equipment loss was at least $10
million [80].

Also in November 2014, ISIS announced its plan to mint its own currency in
gold, silver, and copper. Jimmy Gurule, a former U.S. Treasury undersecretary,
told CNN’s Jake Tapper, “Unlike its predecessor al Qaeda, which raised money
principally from external sources ... ISIS is principally, primarily self-funded.
This is the wealthiest terrorist organization that the world has ever known, and
so with that kind of money it’s hard to understand — what’s the potential? What
could they do with that? The difficulty, of course, with that kind of money is you
can’t just put that money in shoe boxes and place it under your mattress. It has to
enter into the financial system at some point in time. So I think the Treasury needs
to be focusing on banks — banks in Qatar for example, and in Kuwait — that may
be the recipients and handling money for ISIS” [81].

British American broadcast journalist Ted Koppel wrote an eye-opening opin-
ion piece in The Wall Street Journal in August 2013, “Terrorism, after all, is
designed to produce overreaction. It is the means by which the weak induce the
powerful to inflict damage upon themselves — and al Qaeda and groups like it
are surely counting on that as the centerpiece of their strategy. It appears to be
working. ... Will terrorists kill innocent civilians in the years to come? Of course.
... The challenge that confronts us is how we will live with that threat. We have
created an economy of fear, an industry of fear, a national psychology of fear.
Al Qaeda could never have achieved that on its own. We have inflicted it on
ourselves” [82].
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3.7 Inside the Minds of Terrorists and Their Sympathizers

Jeffrey Swanson, a professor in psychiatry and behavioral sciences at Duke
University’s School of Medicine, debunked a common misconception about terror-
ists being social misfits afflicted with psychological disorders. Swanson explained
that “based on the best available scientific evidence on the link between violence
and mental illness in populations, most violence is not caused by a major psychiat-
ric condition like schizophrenia, bipolar disorder, or depression” [83]. Terrorists are
different from those sociopathic shooters at Columbine High School, Virginia Tech,
Aurora Colorado Century 16 movie theater, or Sandy Hook Elementary School.

On the contrary, Colonel Philip G. Wasielewski reported in Joint Force
Quarterly that “an analysis of over 150 al-Qaeda terrorists displayed a norm of
middle- to upper-class, highly educated, married, middle-aged men” [84]. Women
are also appearing in increasing numbers, and have been significant actors in rebel
groups such as the Tamil Tigers in Sri Lanka [85]. An 18-year-old woman was
arrested at Stansted Airport near London on suspicion of terrorism offenses [86];
a young schoolteacher joined the Khansa’a Brigade — an all-female police for
ISIS in Syria [87]; and France’s most wanted woman, Hayat Boumedienne, was an
accomplice to the Charlie Hebdo shooting in Paris [88].

Even more sadly, young adolescents and children are being manipulated by
adults to join armed conflicts in war and terrorism as child soldiers [89]. Kids as
young as eight have been used as bombers in Pakistan [90]. A 13-year-old Nigerian
girl was coerced by her father to become a suicide bomber [91]. In February 2015,
FBI counter terrorism chief Michael Steinbach told CNN that ISIS had been target-
ing and recruiting American children as young as 15 in the United States [92].

Why are innocent children being drawn into violence? Ed Husain, senior fellow
for Middle Eastern studies at the Council on Foreign Relations (CFR), wrote an
opinion piece on CNN back in November 2012: “Al-Jazeera Arabic gives promi-
nence to the popular Egyptian Muslim Brotherhood cleric Yusuf al-Qaradawi, who
has repeatedly called suicide bombings against Israelis not terrorism, but ‘mar-
tyrdom.” He argues that since Israelis all serve in the military, they are not civil-
ians. Even children, he despicably argues, are not innocent. They would grow up
to serve in the military. Qaradawi is not alone. I can name tens of Muslim clerics,
important formulators of public opinion in a region dominated by religion, that
will readily condemn acts of terrorism against the West, but will fall silent when
it comes to condemning Hamas or Islamic Jihad. Put simply, support for violent
resistance against Israel among Arab and Muslim-majority countries — including
allies of the United States such as Qatar, Saudi Arabia, Egypt, Turkey, Tunisia —
remains popular” [93].

Peter Bergen, CNN’s national security analyst and vice president at the New
America Foundation, reported in September 2014 that according to the British
Office of Security and Counter-Terrorism, the total number of Westerners who
have fought in Syria is between 2,620 and 2,870, which included 700 fighters
from France; 400 from Germany; between 300 and 500 from Belgium; 130 from
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the Netherlands; over 100 from Denmark; 100 from Austria; 80 from Sweden;
between 50 and 100 from Spain, and about 100 from Canada [94].

Another 100 Americans have fought in Syria, become suicide bombers, or been
arrested before they could get there [95]. U.S.-born Omar Hammami — who turned
into an Islamist terrorist — wrote in his autobiography, “The real fear that the
Americans feel when they see an American in Somalia talking about Jihad, is not
how skillful he is at sneaking back across the borders with nuclear weapons. The
Americans fear that their cultural barrier has been broken and now Jihad has become
a normal career choice for any youthful American Muslim” [96]. The FBI has been
working around the clock to combat terrorists’ recruitment of American youths [92].

To understand terrorism is to comprehend the minds of terrorists and their sym-
pathizers. They want their voice heard so badly at the expense of innocent lives
including men, women, and children of all nationalities. Terrorists and their sym-
pathizers are often self-righteous and motivated by ideologies, politics, religions,
and vengeance, either singly or in combination:

1. Osama bin Laden was once considered an American ally during the Soviet
war in Afghanistan between December 1979 and February 1989. Not only did
bin Laden and his jihad fighters receive American and Saudi funding, some
analysts believe that bin Laden himself had security training from the CIA
[97]. In January 1991, the U.S. led a coalition force in Operation Desert Storm
against Iraq in response to Iraq’s invasion of Kuwait [98]. Bin Laden became
furious, especially about the continuing U.S. military presence in his birthplace
Saudi Arabia long after the Persian Gulf War ended in February 1991. In his
1996 fatwa “Declaration of War against the Americans Occupying the Land of
the Two Holy Places,” bin Laden wrote [99]:

Terrorizing you, while you are carrying arms on our land, is a legitimate and morally
demanded duty. .... our problem will be how to restrain our youths to wait for their turn
in fighting and in operations. ... They stood up tall to defend the religion; at the time
when the government misled the prominent scholars and tricked them into issuing fatwas
of opening the land of the two Holy Places for the Christians armies and handing the
Al-Agsa Mosque to the Zionists. The youths hold you responsible for all of the kill-
ings and evictions of the Muslims and the violation of the sanctities, carried out by your
Zionist brothers in Lebanon; you openly supplied them with arms and finance. More than
600,000 Iraqi children have died due to lack of food and medicine and as a result of the
unjustifiable aggression (sanction) imposed on Iraq and its nation. The children of Iraq are
our children. You, the USA, together with the Saudi regime are responsible for the shed-
ding of the blood of these innocent children.

As the Twin Towers were collapsing on September 11, 2001 in Manhattan,
New York City, many Palestinians at refugee camps in Lebanon cheered the
attacks, and children in east Jerusalem were seen celebrating news of the atroc-
ity, according to BBC News [100].

2. Timothy McVeigh, former U.S. Army platoon leader who once served in
the Persian Gulf, bombed the Murrah Federal Building in Oklahoma City in
1995 on the second anniversary of the Waco siege on April 19 [64]. To jus-
tify his criminal act that caused the death of 168 people including 19 children,
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McVeigh authored “An Essay on Hypocrisy” from a federal maximum-security
prison and he wrote a letter to Fox News in April 2001 [101]:

I chose to bomb a federal building because such an action served more purposes than
other options. Foremost, the bombing was a retaliatory strike; a counter attack, for
the cumulative raids (and subsequent violence and damage) that federal agents had
participated in over the preceding years (including, but not limited to, Waco.) ... our
government - like the Chinese - was deploying tanks against its own citizens. ... Bombing
the Murrah Federal Building was morally and strategically equivalent to the U.S. hitting a
government building in Serbia, Iraq, or other nations.

. Eric Rudolph, a U.S. Army veteran and self-described Catholic, conducted

a series of terrorist acts across southeastern U.S. between 1996 and 1998. He
confessed to the 1996 Centennial Olympic Park bombing in Atlanta as well as
bombings at a gay nightclub and two abortion clinics [102]. Michael Barkun,
professor emeritus of political science at Syracuse University, called Rudolph a
“Christian terrorist” [103]. In his April 2005 statement [104] and letters to his
mother from behind bars [105], Rudolph offered his reasons:

In the summer of 1996, the world converged upon Atlanta for the Olympic Games. Under
the protection and auspices of the regime in Washington millions of people came to cel-
ebrate the ideals of global socialism. ... even though the purpose of the Olympics is to
promote these despicable ideals, the purpose of the attack on July 27th was to confound,
anger and embarrass the Washington government in the eyes of the world for its abomina-
ble sanctioning of abortion on demand.

However wrongheaded my tactical decision to resort to violence may have been, morally
speaking my actions were justified. ... I don’t believe that a government that sanctions,
protects and promotes the murder of 50 million unborn children in the heinous practice of
abortion has the moral authority to judge a man for murder.

. Anders Behring Breivik, a Norwegian native and self-proclaimed Christian,

bombed government buildings in Oslo and shot 85 people dead at a youth camp
held by the ruling Labor party on Utoeya Island in July 2011 [106]. Before
carrying out the hideous acts, Breivik posted on Facebook to his 7,000+
friends a massive 1,516-page manifesto titled “2083: A European Declaration
of Independence” [107], in which he plagiarized the Unabomber manifesto
“Industrial Society and Its Future” by American terrorist Ted Kaczynski [108].
Breivik espoused a right-wing, anti-Islam, and anti-immigrant ideology [109]:

Let’s end the stupid support for the Palestinians that the Eurabians have encouraged, and
start supporting our cultural cousin, Israel. ... I believe Europe should strive for: A cultural
conservative approach where monoculturalism, moral, the nuclear family, a free market,
support for Israel and our Christian cousins of the east, law and order and Christendom
itself must be central aspects (unlike now). Islam must be re-classified as a political ideol-
ogy and the Quran and the Hadith banned as the genocidal political tools they are.

. Anwar al-Awlaki, an American-born al-Qaeda cleric, was one of the most

wanted terrorists. After a CIA drone strike killed al-Awlaki in Yemen in
September 2011, his widow Aminah, a white European Muslim convert, vowed
revenge on the United States. Aminah said, “I would be making a martyr opera-
tion, but Sheikh Basir al-Wuhayshi, the emir of AQAP [al-Qaeda in the Arabian
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Peninsula], said that the sisters so far [can]not carry out operations because it
will mean a lot of problems for them ... so I cannot perform operation. ... I
want to be killed the same way as my husband was ... Insha’Allah” [110].

Aminah is one among many terrorist sympathizers. Um Saad, a middle-
aged woman in the Sunni district of Khadra in west Baghdad, lost her husband
and two of her sons in a series of unfortunate events during “the surge” in Iraq
in 2007. Saad exclaimed, “[The Americans] are monsters and devils wearing
human clothes. One day I will put on an explosive belt under my clothes and
then blow myself up among the Americans. I will get revenge against them for
my husband and sons and I will go to paradise [111].”

6. 19 and 26-year-old brothers Dzhokhar and Tamerlan Tsarnaev carried
out the Boston Marathon bombings on April 15, 2013 that killed an 8-year-
old boy, a Boston University grad student, and a restaurant manager as well
as wounded more than 260 people [112]. Citing the U.S. wars in Afghanistan
and Iraq as motivating factors [113], the brothers were self-radicalized via the
Internet [114]. Tamerlan Tsarnaev created a YouTube channel in August 2012
and uploaded videos from militant preachers. In one of the videos, Lebanese-
Australian Feiz Muhammad who is an open sympathizer with al-Qaeda said,
“The war on terrorism is nothing but a war on Islam and on Muslims” [115].

Dzhokhar Tsarnaev was on the cover of the August Ist, 2013 issue of
Rolling Stone with the cover story entitled “The Bomber: How a Popular,
Promising Student Was Failed by His Family, Fell into Radical Islam and
Became a Monster” [116]. The 19-year-old University of Massachusetts
Dartmouth sophomore justified the atrocity in his writing: “The bombings were
in retribution for the U.S. crimes in places like Iraq andAfghanistan [and] that
the victims of the Boston bombing were collateral damage, in the same way
innocent victims have been collateral damage in U.S. wars around the world.
Summing up, that when you attack one Muslim you attack all Muslims” [117].

7. 32 and 34-year-old brothers Chérif and Said Kouachi were born, raised, and
radicalized in Paris, France [118]. They were upset by images of American
soldiers humiliating Muslims at the Abu Ghraib prison. In 2005, the younger
brother was arrested by the French police on the day of his departure flight to
join the jihadists in Iraq. While in prison, he met and became an acolyte of a
top al-Qaeda operative. “‘He made him feel important, he listened to him, rec-
ognized him as an individual ... Chérif Kouachi was fragile, looking for a fam-
ily ... he didn’t have a family he could turn to for support,” said an anonymous
source. French anthropologist Dounia Bouzar explained, “A fundamentalist
discourse is more easily latched on to by people who don’t feel important ...
It’s about transferring a feeling of malaise into a feeling of being all powerful.
They become someone important.”

On January 7, 2015 after a decade of radicalization and terrorist training, Chérif
and Said Kouachi forced their way into the offices of the French satirical weekly
magazine Charlie Hebdo in Paris, killing 12 people including magazine edi-
tor Stéphane “Charb” Charbonnier, 4 cartoonists, 2 columnists, and a copy editor
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[119]. However, they spared the life of magazine writer Sigoléne Vinson, who later
recounted her terrifying encounter with Said Kouachi: “T looked at him. He had
big dark eyes, a gentle look. I felt he was slightly troubled, like he was search-
ing for my name. He said ‘don’t be afraid, calm down. I won’t kill you. You're a
woman, we don’t kill women. But think about what you do, what you do is bad.
I’'m sparing you and because I've spared you, you will read the Quran’ [120].

An amateur video of the assailants’ gunfight with the police showed the men
shouting, “We have avenged the Prophet Muhammad. We have killed Charlie
Hebdo!” [121]. Vincent Ollivier, Chérif Kouachi’s lawyer in his 2005 arrest,
told a French newspaper, “He was a lost kid who was scared to death. I will
never know if the person he became is the result of his time in jail, or else the
result of a hardening of his commitment” [122].

Although the atrocity was condemned by most heads of state including
Palestinian Authority President Mahmoud Abbas, protestors in Algeria, Jordan,
Pakistan, Somalia, Syria, Turkey, and other countries demonstrated against
Charlie Hebdo [123]. More than 45 churches along with a Christian school and
orphanage were burned down by violent protestors in Niger [124]. Turkey’s
Deputy Prime Minister Yalcin Akdogan wrote on Twitter, “Those who are pub-
lishing figures referring to our supreme Prophet are those who disregard the
sacred. [Such a move is] open incitement and provocation” [125]. A Muslim
woman also tweeted, “Still confused by how supporting publishing material
1.6 billion peaceful people find personally offensive can bring anyone joy. 1.6
billion Muslims want to express solidarity for a crime, and yet you are telling
them that to do so they must accept ridicule. No” [126].

3.8 Questioning Terrorism and Destroying Stereotypes

Nigerian novelist Chimamanda Ngozi Adichie told the audience at TEDGlobal
2009: “The single story creates stereotypes, and the problem with stereotypes is
not that they are untrue, but that they are incomplete. They make one story become
the only story” [127].

Paul R. Pillar, former national intelligence officer for the Near East and South
Asia, reported that there has been a global decline of state-sponsored international
terrorism since the end of the Cold War [128]. However, MIT Professor Emeritus
Noam Chomsky opines that the United States is a leading terrorist state. In a
November 2001 interview by David Barsamian, Chomsky cited Nicaragua as an
example: In 1984, the U.S. was “the only country that was condemned for interna-
tional terrorism by the World Court and that rejected a Security Council resolution
calling on states to observe international law” [129].

Going back in history to the 1950°’s, The New York Times published in April
2000 a CIA document written in 1954 on “Operation Ajax” (aka TPAJAX) — a
successful plot to overthrow the democratically-elected Iranian Prime Minister
Mohammad Mossadegh. The document shows that “Iranians working for the CIA
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and posing as Communists harassed religious leaders and staged the bombing of
one cleric’s home in a campaign to turn the country’s Islamic religious community
against Mossadegh’s government™ [130].

Chomsky also blamed the Reagan administration for the 1985 Beirut car bomb-
ing near the home of Mohammad Hussein Fadlallah in a failed assassination
attempt that instead killed about 60 and injured more than 200 civilians [131]. If
the allegation was true, the administration would be in direct violation of President
Reagan’s Executive Order 12333 stating that “no person employed by or acting on
behalf of the United States Government shall engage in or conspire to engage in
assassination” [132].

Two years prior in 1983, the Beirut barracks bombing killed 220 U.S. Marines,
21 Americans, and 58 French paratroopers [133]. The United States categorized the
bombing an act of terrorism towards off-duty American servicemen, but the Hezbollah
regarded the Americans and Frenchmen as enemy combatants stationing in Beirut.

Fast forward to the post 9/11 era, one might argue that CIA drone attacks
are state-sponsored assassinations. However, the U.S. Congress approved the
Authorization for the Use of Military Force (AUMF), giving the President the
authority to use “all necessary and appropriate force against those nations, organi-
zations, or persons he determines planned, authorized, committed, or aided the ter-
rorist attacks that occurred on September 11, 2001, or harbored such organizations
or persons, in order to prevent any future acts of international terrorism against the
United States by such nations, organizations or persons” [134].

Collateral damages from CIA drone strikes are pale in comparison to economic
sanctions. In May 1996, CBS reporter and former White House correspondent
Lesley Stahl asked U.S. Secretary of State Madeleine Albright on 60 Minutes,
“We have heard that half a million children have died [during the U.N. sanctions
against Iraq]. I mean, that’s more children than died in Hiroshima. And — and you
know, is the price worth it?”” Albright replied, “I think this is a very hard choice,
but the price — we think the price is worth it” [135]. In her autobiography Madam
Secretary: A Memoir, Albright regretted making that statement and she wrote,
“My reply had been a terrible mistake... Nothing matters more than the lives of
innocent people” [136].

After the 9/11 terrorist attacks, The New York Times reported in September
2001 that the Bush administration demanded Pakistan to cut off fuel supplies
and eliminate truck convoys that provide much of the food and medicines to
Afghanistan’s civilian population [137].

Chomsky considered the U.S. sanctions and many CIA covert operations to be
equivalent to state-sponsored terrorism: “The U.S. is officially committed to what
is called ‘low-intensity warfare.” That’s the official doctrine. If you read the defini-
tion of low-intensity conflict in Army manuals and compare it with official defini-
tions of ‘terrorism’ in Army manuals, or the U.S. Code, you find they’re almost the
same. Terrorism is the use of coercive means aimed at civilian populations in an
effort to achieve political, religious, or other aims” [129].

HBO’s Real Time with Bill Maher host wrote in his blog on November 30,
2012: “We utilize the best means at our disposal to go into foreign lands and blow
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up the people we consider the bad guys even if that means collateral damage in the
form of civilian casualties. When someone does that exact same thing to us, don’t
we call it ‘terrorism’?” [138].

In July 2014, North Korea filed a complaint with the United Nation over Seth
Rogen and James Franco’s upcoming movie The Interview about a hapless TV
host recruited by the CIA to assassinate North Korean dictator Kim Jong-un. “To
allow the production and distribution of such a film on the assassination of an
incumbent head of a sovereign state should be regarded as the most undisguised
sponsoring of terrorism as well as an act of war,” North Korean U.N. Ambassador
Ja Song Nam wrote in the letter to the United Nation [139].

The saga is somewhat reminiscent of CIA’s psychological warfare during the
height of the Cold War in 1954 when the CIA secretly funded the film version
of George Orwell’s Animal Farm as propaganda against communism and Joseph
Stalin [140]. One should not underestimate the power of persuasion by well-
crafted propaganda films. D.W. Griffith’s The Birth of a Nation in 1915 helped
to resurrect Ku Klux Klan in Georgia; and Leni Riefenstahl’s award-winning
Triumph of the Will in 1935 helped fuel the rise of Nazism in Germany.

In January 2015, a Jewish ultra-orthodox newspaper Hamevaser in Israel digi-
tally removed Germany’s female chancellor Angela Merkel from a photo of the
Paris unity march against terrorism after the Charlie Hebdo attacks [141]. Media
manipulation is commonplace. For people who do not look outside their comfort
zone, they will never learn the whole truth. If scientists had not challenged the
status quo, we would not have enjoyed modern medicine and technological inno-
vations today. As Dave Skylark (played by James Franco) told Aaron Rapaport
(played by Seth Rogen) in the 2014 action comedy The Interview, “Maybe the
media is manipulating you.”

In the words of novelist Chimamanda Ngozi Adichie, our lives and our cul-
tures are composed of many overlapping stories, and if we hear only a single story
about another person or country, we risk a critical misunderstanding. Antonin
Scalia is the longest-serving U.S. Supreme Court Justice appointed by President
Ronald Reagan in 1986. In a 2013 interview with New York Magazine, Scalia said
that he ditched The Washington Post and The New York Times because they just
“went too far for me. I couldn’t handle it anymore. It was the treatment of almost
any conservative issue. It was slanted and often nasty. And, you know, why should
I get upset every morning? I don’t think I'm the only one” [142]. He is certainly
not the only one. Too many people prefer to stay inside their own comfort zones
with a one-sided liberal or conservative sentiment.
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Chapter 4
Cures for Terrorism

We do not have the right to resort to violence — or the threat of
violence — when we don’t get our way.
— President Bill Clinton (April 18, 2010)

Our job as citizens is to ask questions.
— Thomas Blanton, National Security Archive
George Washington University (December 16, 2010)

The tools to change the world are in everybody’s hands, and
how we use them is...up to all of us. ... Public safety is too
important to leave to the professionals.

— Marc Goodman at TEDGlobal 2012 (June 28, 2012)

It’s a different type of war. Dealing with terror is going to be
more like managing disease.
— Henry “Hank” Crumpton, deputy director of the CIA
Counterterrorism Center (July 27, 2012)

Peace is the only path to true security. ... No wall is high
enough, and no Iron Dome is strong enough, to stop every
enemy from inflicting harm.

— President Barack Obama (March 21, 2013)

The bottom line is, you don’t beat an idea by beating a person.
You beat an idea by beating an idea.
— Jon Lovett, former speechwriter to President Obama
(April 7,2014)

4.1 Terrorism as a Disease

Two days after the terrorist attack on Charlie Hebdo in Paris on January 7, 2015,
a senior U.S. intelligence official told CNN: “We’ve expected this. The bounda-
ries between all of these affiliates are seemingly breaking down and the threat is
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metastasizing and turning into a global network™ [1]. In other words, terrorism is
metastasizing like cancer in the global body of humanity.

Dracunculiasis, also known as Guinea worm disease (GWD), is caused by the
parasite Dracunculus medinensis. The disease affects communities that do not have
safe water to drink. There is no vaccine or drug therapy for Guinea worm disease.
Through health education and innovative low-cost water treatments, the Carter
Center has led the effort to eradicate the disease in collaboration with the Centers
for Disease Control and Prevention (CDC), the World Health Organization (WHO),
the United Nations Children’s Fund (UNICEF), and the Bill & Melinda Gates
Foundation. Two decades of eradication efforts have successfully reduced Guinea
worm disease infection cases from 3.5 million worldwide in 1986 to a miniscule
148 cases in 2013 [2]. The Carter Center has predicted that “Guinea worm disease
is poised to be the next human disease after smallpox to be eradicated” [3].

Henry “Hank” Crumpton, former deputy director of the Central Intelligence
Agency (CIA) Counterterrorism Center, led an insurgent to overthrow the Taliban
and to attack al-Qaeda in Afghanistan just after 9/11. Crumpton spoke at the
Aspen Security Forum in July 2012 about the war on terror: “It’s a different type
of war. Dealing with terror is going to be more like managing disease” [4].

There are two fundamental ways to manage disease: treat the symptoms or
remedy the root causes. Crumpton chose the former, the symptomatic treatment.
In his 2010 interview on 60 Minutes, Crumpton told CBS correspondent Lara
Logan, “[My] orders were fairly simple: Find al-Qaeda and kill them, especially
leadership. Destroy command and control. ... If they kill me, I have told my fam-
ily and my friends not to complain about anything, because I have killed many of
them with pride” [5].

In spite of the operational successes, Crumpton admitted, “There will be an
attack in the homeland. And sadly I think we face that prospect in the future. I
think we’ll be hit again.” When Logan asked if such an attack would be on the
scale of 9/11, he responded, “It’s certainly possible. Or perhaps even greater” [5].

In his 2012 autobiography American Sniper, Navy SEAL marksman Chris Kyle
expressed his only regret that “he didn’t kill more” after having more than 160
confirmed kills during his four combat tours in Iraq [6]. In February 2015, CNN
Pentagon Correspondent Barbara Starr revealed that the U.S. government has a secret
‘hit list” of ISIS suspects: “The United States has already killed a dozen or so ISIS
operatives on the list, including an ISIS chemical weapons expert, the senior official
says. But others are added to the list as intelligence is gained about their role in ISIS”
[7]. In other words, the list is getting longer as we know more about ISIS operations.

Trying to get rid of the symptoms (terrorists) without paying attention to the
root causes (terrorist motives) does not eradicate the disease but may instead
exacerbate it. American author and philosopher Henry David Thoreau wrote in
his book Walden; orn, Life in the Woods that “there are a thousand hacking at the
branches of evil to one who is striking at the root” [8]. Jon Lovett, former speech-
writer to President Barack Obama, talked about important issues facing America
and he said, “The bottom line is, you don’t beat an idea by beating a person. You
beat an idea by beating an idea” [9].
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At the TEDGIlobal 2012 conference in Edinburgh, global security advisor and
futurist Marc Goodman stated that “the tools to change the world are in every-
body’s hands, and how we use them is...up to all of us. ... Public safety is too
important to leave to the professionals” [10]. This chapter explores the cures for
terrorism through education, communications, and innovative treatments:

1. “Revenge is sour” — George Orwell
2. “Govern your passions or they will be your undoing” — Mr. Spock
3. “Impossible to carry a grudge and a big dream at the same time” — Unknown
4. “Every truth has two sides” — Aesop
5. “Give everyone a voice” — Mark Zuckerberg
6. “The only security of all is in a free press” — Thomas Jefferson
7. “Free speech would not protect a man falsely shouting fire” — Oliver Wendell
Holmes, Jr.
“198 methods of nonviolent action” — Gene Sharp
9. “We do not have the right to resort to violence when we don’t get our way”” —
President Bill Clinton
10. “Peace is the only path to true security” — President Barack Obama

*®

4.2 “Revenge Is Sour” — George Orwell

The ancient Code of Hammurabi dates back to 1792-50 B.C. when the
Mesopotamian king Hammurabi ruled the Babylonian Empire. Out of the collec-
tion of 282 laws, the most famous Hammurabi’s Code is “an eye for an eye, and
a tooth for a tooth.” However, the law of retaliation treated various social classes
of society differently. Hammurabi wrote, “If a man has destroyed the eye of a man
of the gentleman class, they shall destroy his eye. If he has destroyed the eye of a
commoner, he shall pay one mina of silver. If he has destroyed the eye of a gentle-
man’s slave, he shall pay half the slave’s price” [11].

Fast forward 3,800 years to the present time, double standards continue to pre-
vail in our modern world. Age, gender, race, ethnicity, religion, politics, sexual
orientation, and ideological belief never cease to affect human judgment. A rul-
ing party may label its opponents “terrorists” in order to delegitimize them, but
an oppressive regime may commit acts of violence against its own people. From
Timothy McVeigh’s point of view, the U.S. government was the villain in the
Waco siege. He carried out his revenge by the Oklahoma City bombing without
realizing that murdering innocent people is not really a punishment for the U.S.
government.

In his essay “Revenge is Sour,” George Orwell argued that “the whole idea of
revenge and punishment is a childish daydream. Properly speaking, there is no
such thing as revenge. Revenge is an act which you want to commit when you are
powerless and because you are powerless: as soon as the sense of impotence is
removed, the desire evaporates also” [12].
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Osama bin Laden was powerless in persuading his countryman Saudi King
Fahd and Defense Minister Prince Sultan bin Abdul Aziz to deny American inter-
vention in the Persian Gulf War [13]. Codenamed “Operation Desert Storm,” the
multinational coalition forces from the United States, Saudi Arabia, the United
Kingdom, and Egypt liberated Kuwait from the Iraqi invasion in less than 100 h
after the ground campaign started in February 1991 [14]. Although the U.S. mili-
tary forces remained in Saudi Arabia after the war to maintain the stability of
the region, President George H.W. Bush refused to capture Baghdad and over-
throw Saddam Hussein. Meanwhile, Osama bin Laden, powerless to remove the
American troops from his home country, resorted to terrorism against the United
States in Saudi Arabia, Tanzania, Kenya, Yemen, and eventually New York.

In April 2003, U.S. Defense Secretary Donald Rumsfeld and Saudi Defense
Minister Sultan bin Abdul Aziz announced the withdrawal of all U.S. combat
forces from Saudi Arabia [15]. It was not because of the 9/11 attacks in September
2001, in which 15 of the 19 hijackers involved were Saudis. Osama bin Laden
and terrorism did not win. Instead, the people of the Middle East and North Africa
have influenced American foreign policy by voicing their strong disapproval of the
U.S. presence in Saudi Arabia.

Reasoning is better than revenge. According to a 2008 Gallup poll, 60 % of
Egyptians, 52 % of Saudis, 55 % of Tunisians, and 29 % of Turks agreed that
removing all U.S. military bases from Saudi Arabia would significantly improve
their opinion of the United States [16]. The relative friendliness of Turks towards
Americans allowed the U.S. to deploy 400 American forces and two Patriot mis-
sile batteries in Turkey to counter the Syrian threat [17].

Revenge can backfire:

On September 11, 2012, Ansar al-Sharia attacked the U.S. Consulate in Benghazi,
Libya to avenge the death of Abu Yahya al-Libi, al-Qaeda’s second in command
killed by a U.S. drone strike in Pakistan [18]. Their vengeance resulted in the death of
U.S. ambassador J. Christopher Stevens, a well-liked figure in Libya. Demonstrations
erupted in Benghazi and thousands of Libyans stormed the Ansar al-Sharia headquar-
ters, chanting “You terrorists, you cowards. Go back to Afghanistan” [19].

On January 7, 2015, two masked gunmen, Chérif and Said Kouachi, forced
their way into the offices of the French satirical weekly magazine Charlie
Hebdo in Paris, killing 12 people including magazine editor Stéphane “Charb”
Charbonnier, 4 cartoonists, 2 columnists, and a copy editor [20]. An amateur video
of the assailants’ gunfight with the police showed the men shouting, “We have
avenged the Prophet Muhammad. We have killed Charlie Hebdo!” [21].

On January 11, Palestinian Authority President Mahmoud Abbas, Israeli Prime
Minister Benjamin Netanyahu, Grande Mosquée de Paris Rector Dalil Boubakeur,
and many world leaders joined 3.7 million people in anti-terrorism rallies in Paris
and elsewhere in France as many participants carried the signs that read “Je suis
Charlie” [22]. Anonymous posted a YouTube video stating that “We, Anonymous
around the world, have decided to declare war on you the terrorists... we are going
to shut down your accounts on all social networks” [23]. It also brought hacktivist
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“Jester” out of retirement and back into hacking websites that support jihadist
agenda and recruitment efforts. He defaced The Global Islamic Media Front web-
site by planting two images of Charlie Hebdo covers showing Muhammad and a
Muslim man kissing a magazine cartoonist [24].

A week after the massacre, the normal print run of 60,000 weekly Charlie
Hebdo was extended to 5 million sold-out copies, which again angered some
Muslims for the depiction of Prophet Muhammad on the magazine cover [25]. To
the disappointment of Islamic extremists who tried to shut down Charlie Hebdo
for lampooning Prophet Muhammad, the unexpected huge sale gave a much-
needed shot in the arm for the financially struggling magazine.

Revenge is sour:

Finger-pointing can derail progress and incite revenge. In the wake of Charlie Hebdo
attack in Paris, HBO’s Real Time with Bill Maher host said on ABC’s Jimmy Kimmel
Live, “T know most Muslim people would not have carried out an attack like this. But
here’s the important point: Hundreds of millions of them support an attack like this.
They applaud an attack like this. What they say is, “We don’t approve of violence,
but you know what? When you make fun of the Prophet, all bets are oft” [26].

In the same line of thought as Maher, Rupert Murdoch’s tweet caused a social
media uproar when he wrote, “Maybe most Moslems peaceful, but until they rec-
ognize and destroy their growing jihadist cancer they must be held responsible”
[27]. In a series of witty and serious responses, author J. K. Rowling tweeted: “I
was born Christian. If that makes Rupert Murdoch my responsibility, I'll auto-
excommunicate. ... The Spanish Inquisition was my fault, as is all Christian fun-
damentalist violence. Oh, and Jim Bakker. ... Eight times more Muslims have
been killed by so-called Islamic terrorists than non-Muslims™ [28].

Not to blame Maher and Murdoch’s finger-pointing, but revenge attacks on
Muslim began in France days after the Charlie Hebdo massacre. Two Muslim
mosques and an affiliated restaurant were attacked by three grenades and a hail of
bullets. Al Jazeera America’s co-host Wajahat Ali pleaded for restraint, “France,
turning on your own Muslim citizens & ‘blaming Islam’ for #CharlieHebdo feeds
the extremists’ agenda. Don’t help them” [29].

Arab-American comedian Dean Obeidallah said, “I’m an American-Muslim...
I’'m not going to tell you, ‘Islam is a religion of peace.” Nor will I tell you that
Islam is a religion of violence” [30]. Salman Rushdie, author of The Satanic
Verses, talked about the “deadly mutation” in the middle of Islam: “Governments,
from the Sunni side the Saudi government, on the Shia side the Iranian govern-
ment, have been putting fortunes of money into making sure that extremist mul-
lahs are preaching in mosques around the world, and in building and developing
schools in which a whole generation is being educated in extremism — and trying
to prevent other forms of education” [31].

Religious experiences are, by nature, emotional and subject to interpretations
by clergy and believers throughout history. It is pointless to debate which reli-
gions promote peace or violence. Even Buddhist monks who are widely regarded
as pacifists have taken up arms in strife-torn regions in Thailand, Myanmar, and
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Sri Lanka [32]. The love and forgiveness taught by Jesus Christ did not stop the
military campaigns sanctioned by the Roman Catholic Church during the Middle
Ages. Launched by Pope Urban II in November 1095, the series of Crusades
against Muslims and pagans finally ended in 1291 with a death toll of 1 to 3 mil-
lion people over a period of 197 years [33].

When three Israeli teenagers and a Palestinian teen were kidnapped and mur-
dered in the summer of 2014, tensions in Jerusalem were further inflamed. “Any
act of revenge of any kind whatsoever is completely inappropriate and wrong.
Murder is murder,” said Yishai Frankel, uncle of one of the slain Israeli teens.
“One should not differentiate between bloods, be it Arab or Jew” [34].

In the series finale of the counterterrorism television show 24, on-screen hero
Jack Bauer (played by Kiefer Sutherland) was persuaded by his most trusted ally
Chloe O’Brian (played by Mary Lynn Rajskub) to stop taking his own revenge. “I
thought it would make me feel better. It didn’t,” Bauer told O’Brian in 24: Live
Another Day.

Sir Francis Bacon wrote in Essayes and counsels, civil and moral: “This is certain,
that a man that studies revenge, keeps his own wounds green, which otherwise would
heal, and do well” [35]. In other words, a man who focuses on revenge only exac-
erbates his own suffering. Mahatma Gandhi once said, “An eye for an eye will only
make the whole world blind.” And Jesus Christ told his disciples in Matthew 5:39 that
“if anyone slaps you on the right cheek, turn to them the other cheek also.”

4.3 “Govern Your Passions or They Will Be Your Undoing”
— Mr. Spock

“As a matter of cosmic history, it has always been easier to destroy than to cre-
ate,” Mr. Spock (played by Leonard Nimoy) told Dr. McCoy (played by DeForest
Kelley) in Star Trek II: The Wrath of Khan. When McCoy raised the moral ques-
tion about the terraforming Genesis Device, Spock replied, “You must learn to
govern your passions; they will be your undoing” [36].

The undoing of Osama bin Laden was due to his decision to destroy America rather
than to create a bridge between two cultures. Imagine how much good bin Laden
could have done with his estimated $300 million inheritance and $7 million yearly
stipend [37, 38]. He could have used that money to support the Muslim Educational
Cultural Center of America (MECCA), the Council on American-Islamic Relations
(CAIR), or even his own grassroots campaigns to influence U.S. foreign policy.

What can a die-hard extremist do to relieve his anger and frustration? One of
the answers is cage-fighting, also known as mixed-martial arts (MMA).

Since September 2010, many of the 250-some convicted pro al-Qaeda terror-
ists have been released from UK prison after having served their terms. Jonathan
Evans, director general of the British security service MIS5, issued a warning, “We
know that some of these prisoners are still committed extremists who are likely to
return to their terrorist activities” [39].
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Abu Bakr Mansha was one of those convicted terrorists and sentenced to jail at
the age of 21. After his second release from prison in March 2011, Mansha sought
help from Usman Raja — one of the most renowned cage-fighting coaches in the
U.K. Since 2010, Raja has successfully rehabilitated over ten released prisoners
into mainstream society [40]. Employing cage-fighting sessions and the teachings
of Sheikh Aleey Qadir, Raja’s MMA gym has de-radicalized terror convicts with a
100 % success rate. “Take away someone’s hate and they feel liberated,” explained
Raja. “The key is to give them a sense of purpose” [41].

Now a transformed man, Mansha tries to prevent other young Muslims follow-
ing in his footsteps of terror. “I could channel my energy straight away and build
something for myself,” said Mansha. “My transformation came over time” [41].

Raja and his wife Khadija hope to expand their MMA gym to wean a genera-
tion away from the lure of extremism. Khadija Raja told CNN, “There is a real
problem here and it’s growing and it would be incredibly sad that we have the cure
and then it’s not delivered and it’s not given the platform it needs to be dispersed.
At the end of the day I'm still a mother and I don’t want to live a world where
there is this very real fear” [40].

On May 23, 2014, 22-year-old Elliot Rodger went on a killing spree in Isla Vista,
California that resulted in 7 fatalities including two women outside a sorority house near
the campus of UC Santa Barbara. His motivations were mainly misogyny and self-pity.
Rodger frequented online discussion boards and social networks to express his frustra-
tion and hatred of women [42]. Slate writer Brian Levinson opined that he could have
been Elliot Rodger. “Many men—including me, once upon a time—know what it’s like
to be young, frustrated, and full of rage toward women,” Levinson wrote. “T was just as
messed up as Cho, Rodger, and Klebold. I was humiliated by my weight, which bor-
dered on morbid obesity. I fancied myself an intellectual, but would’ve traded an accept-
ance letter to Harvard for one magical kiss from a classmate I’ll call Cynthia. I was a
virgin until a year after I graduated college. Klebold and Rodger had friends; Cho had a
family who clearly loved him. Why did these guys pick up guns, but I never did?”” [43].

A man who is at peace with himself is less likely to turn into a